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1 Thinking clearly about what is needed
for digital preservation

A fundamental question is what we mean by digital preservation? This chapter describes
what digital preservation needs to address.

1.1 What digital preservation must address
The definition of digital preservation proposed by UNESCO! is

Digital preservation consists of the processes aimed at ensuring the continued
accessibility of digital materials. To do this involves finding ways to re-present what
was originally presented to users by a combination of software and hardware tools
acting on data.

There are many, similar definitions which talk about accessibility but have slightly
different emphases.

What many seem to mean is that one can do the same as with paper, namely in 50 years
one can print the digital document and look at the symbols on the page. That may be
acceptable for typical documents in libraries. We also need to be sure the symbols on the page
have not been altered. In the physical world we can examine the medium. For example,
sheepskin was chosen as the medium for legal documents in previous centuries because its fat
content and the tendency of sheepskin to delaminate? meant that “they do not easily yield to
erasure without the blemish becoming apparent.”

One also would also like to be sure that the paper has not been replaced; one way to do this
would be to give it to a trusted person or organisation, such as a lawyer or bank, to keep in a
vault with restricted access. One would like similar assurances in the case of a digitally
encoded document, in terms of being sure that the digital object is what we think it is and has
not been changed. In a library, a paper document is catalogued and information such as the
language in which it is written is recorded. Once the printing press was invented it became
possible to print hundreds, or thousands, and even millions, of the same page, so if one copy
was lost then we could be sure there were many others.

Of course, in the past, before the digital world had been invented, there was no alternative
to print and so everything could be preserved in the same way as the document mentioned at
the start.

But we are thinking now about the digital world where the amount of information is so
large that it would not be possible, nor would it be useful, to print it all.

In the case of the documents, it seems reasonable be satisfied if we are able, in the future,
to do what we can do now. Of course, in the case of a digitally encoded document one would
need software to be able to display and print the contents. That software will need to work

1 See https://en.unesco.org/themes/information-preservation/digital-heritage/concept-digital-preservation

2See https://theconversation.com/sheepskin-was-used-as-an-anti-fraud-device-in-british-legal-documents-
for-hundreds-of-years-158547

3 Dialogus de Scaccario, The Dialogue concerning the Exchequer Late 12th Century, see
https://sourcebooks.fordham.edu/source/excheql.asp
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into the future somehow. Also, the provenance of the document these days may be encoded in
some way, for example using PREMIS*, and that will also need to continue to be understood,
including any special vocabulary. In other words, whereas when everything was on paper (or
the equivalent) then one could simply say that it is up to a human to read it, but when things
are digital “no document is an island”, to coin a phrase.

What about things that are not normally printed?

As an example, let us consider all the astronomical data produced by an astronomical
observatory, which would currently be in the form of FITS files. We can certainly do the
equivalent of printing it and looking at it, even if we only printed the “1”’s and “0”’s, but is that
enough?

Thinking about the astronomical data in FITS file, what would someone who is familiar
with it normally do? The answer is that the data would be analysed, perhaps in combination
with other data. If we want to do the same thing in 50 years’ time, what do we need to do?

The obvious thing to do is to try to make sure that the software which is used currently is
available in the future. That way people who are familiar with the astronomical data will be
able to use the software to process the data in the way they currently do.

But what about astronomers who are not familiar with that software? They could write
their own software — but they would have to know a lot about the data, especially the details
of the format and also where to find information such as where the astronomical instrument
was pointing, what wavelengths were being observed, what the resolution of the image is,
where the data was collected, what processing has the data been through already, and so forth
— much of which may be, in fact are, encoded in the data file, as shown in kater sections.

1.2 Various suggested ways to preserve digitally encoded information

Some preservation systems claim that they can preserve by keeping a great many copies,
however this is simply keeping the bits but not the software or semantics which are needed for
usability.

Some people, particularly software vendors, say that we can rely on software vendors to
take care of preservation but software by itself needs to be configured and managed.

Some hope there a ‘magic’ preservation form e.g., XML, however this is just a format, in
the case of XML the tags require semantics to be associated with them, and the semantics and
structure is tied into software which may be used.

Some propose that we can rely on some special type of media which will last for a hundred
or even a thousand years. Vendors have proposed many “thousand year” media. The problem
has been that one needs hardware, in the form of a reader, and associated software, to extract
the data from the media. As an example, the BBC Doomsday Project’ produced two special
videodisc which could be read using a LV-ROM player. However, after 16 years of use most
LV-ROM players had reached the end of their working lives and as a storage technology LV-
ROM had been superseded by CD-ROM and DVD, leaving the Domesday discs essentially
unreadable. Some long-lived media can be read with the human eye, including writing 2
points (~0.7mm) characters on Silicon Carbide sheets which are readable by the naked eye or
using a magnifying glass®, or writing small characters or even “1” and “0” on microfilm’.

4 See https://www.loc.gov/standards/premis/

3 See https://discovery.nationalarchives.gov.uk/details/r/C16160

¢ Aoki K., et al., 2008, Durable Media for Long-Term Preservation of Geological Repository Records — 8320,
WM2008 Conference, available at https://archivedproceedings.econference.io/wmsym/2008/pdfs/8320.pdf

7 See https://www.piql.com/
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Both have relatively low information densities® but most importantly they lack the semantics
and software which are necessary to use the information, beyond what could be undertaken by
a human reader.

Since the longevity of hardware readers and associated software have been mentioned as
issues, some have suggested saving obsolete hardware and software, however keeping
hardware alive does not seem like a very long-term solution since integrated circuit

components are difficult to salvage or make anew.

A mantra in the library community used to be “emulate or migrate®”, which meant, if one

had a data file that required some specific software then over time the underlying system
(computer CPU, libraries, operating system) on which the software would become
unavailable and so the alternatives would be to “emulate” the underlying system — thereby be
able to continue to use the software, and if/when that is not practical then one could “migrate”
the data file to a form which could be used in contemporaneous software. This approach has
worked well in the library community, dealing with documents in various word processing
systems, but does not work well with, for example, scientific data, because there is a loss of
information with transformations, particularly semantics, and a more detailed strategy is
needed.

1.3 What can we rely on?

A number of things have a track record of being usable over decades or centuries, or even
millennia.

Words or symbols carved in rock that people can “read”, such as the Rosetta Stone, have a
record of preserving written information for thousands of years. Vellum and writing on
sheepskin have lasted for many hundreds of years.

Carvings in stone and books have proven track records of preserving information over
hundreds of years.

and

However, the “information density” is not great and this would not be suitable for huge
amounts of information.

We hope that computers of some kind, probably very different from those used today, will
be available.
We can probably assume that there will be remote access using some kind of networks.

However, the networks may not use TCP/IP v4 or even v6, the identifiers we use currently
may not all resolve as they do today.

We should also be able to assume there will be people, but perhaps speaking different
languages than your text is written in, with very different background knowledge. In the same

8 https://www.pigl.com/about/technology/ (downloaded at 10 Sept 2022) states that “binary code is converted
to grey pixels that are then written to film in four levels of grey, with 8 million data points per frame. Each film
has capacity for 120 GB.”

® S Granger, Emulation as a Digital Preservation Strategy, 2000,
http://www.dlib.org/dlib/october00/granger/10granger.html
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way there will also be organisations, but with different names, structures, and relationships
than currently exist.

1.4 What people rely on currently, but may change in the future

Complementing section 1.3, we turn now to things which are relied upon. These things are
often ubiquitous and are thereby forgotten or at least never thought about.

For all these things it is important to ask oneself — was this available to be relied on 10 or
20 years ago? — and is it certain that these can be relied on 10 to 20 years into the future?

To get some perspective, especially for younger readers, as well as readers in the future,
consider the following diagram which shows some historical information plus some projected
numbers, in 20-year intervals:

1990 2010 2030
+ Web not yet begun « Web 2.0 started « Semantic Web
* XML not yet begin + XML widespread + XML forgotten
* Internet speeds kbps in + Internet speeds Mbps + Internet speeds Pbps
universities and offices widespread widespread
* 300,000 internet hosts + 600,000,000 internet hosts + 2,000,000,000,000 hosts
* Data volume ?? + 5.10'® bytes of data + 5,102 bytes of data
* XXX researchers + Millions of researchers « Billions of citizen researchers
+ Few computer programming + Many new paradigms for + Natural language
languages programming languages programming for computers
* Transition from text to 2D + 3-D and Virtual reality « Virtual worlds
image visualisation visualisation

Figure 1 20-year snapshots and predictions

There have been many amazing changes from 1990, and we may imagine, and in many
ways expect even more changes into the future. The following sections explore some of these
potential changes.

1.4.1 Software, and its configuration

We all rely on software to process or display aspects of digital objects, although as shown
in the previous chapter some things can be done manually in simple cases, e.g., if we know
the encoding is ASCII-7, although in special cases heroic human computational can
succeed.!'”

Web browsers are commonly used, and they automatically display documents, whether
HTML or Word or PDF. Some web browsers have applications built-in, but it is possible to
configure the browser to open whatever application one wants for a specific content type.
However, mistakes can be made and what is shown on the display by a particular browser is
incorrect!!. This can happen because a web browser sometimes has to guess how to display
what it has been sent and may guess wrong'2.

A particular piece of software is not something that works in isolation. It relies on many,
many, software libraries, often written and supported by others, all of which rely on an
operating system. If the software is licensed, provided, and supported by a commercial
company, such a company may cease to trade, which may happen for financial or legal
reasons. In this case the software may cease to operate immediately, if the license is checked
every time the application runs; alternatively, the software will eventually stop being usable

19 The Human Computers of Los Alamos, see https://www.atomicheritage.org/history/human-computers-los-
alamos

T https://www.smashingmagazine.com/2012/06/all-about-unicode-utf8-character-sets/

12 https://deliciousbrains.com/how-unicode-works/
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because updates, for example to fix security issues or to adapt to changes in software libraries
on which it depends. Apart from the licensing issue, the same applies to open-source
software, although in that case support for the software is often provided by individuals on a
voluntary basis and those individuals may decide at any point to move their efforts to a more
interesting project.

Software can depend on remote resources, and if those resources are not available, perhaps
because the resource (e.g., a file) has been moved or deleted, then the software may suddenly,
or perhaps a little later if it has been cached, stop working'?.

1.4.2 Hardware

The software mentioned above run on a variety of computers ranging from hand-held to
desktop to remote devices. Digital hardware has changed over the past 30+ years, from CPUs
and speed to devices to memory capacities to storage to network speeds. The hardware has
enabled great changes in the way computers are used and how widely distributed they are.
Increasing capacity has been accompanied by dramatically decreasing cost:

Historical cost of computer memory and storage

Measured in US dollars per megabyte.

100 million $/MB
1 million $/MB
10,000 $/MB
100 $/MB
1$/MB

0.01$/MB

Memory
. Flash
<0.001 $,’MB Solid state
Disk
1956 1970 1980 1990 2000 2010 2020

Source: John C. McCallum (2022) CCBY
eac he time s

Note: For each year t eries shows the cheapest historical price recorded until that year.

Figure 2 Cost of computer memory and storage over time - log scale

In the early 1940s, IBM's president, Thomas J Watson, reputedly said: "I think there is a
world market for about five computers'*. Now there is an expectation that almost all humans
will possess, indeed hold in their hand, a computer in the form of a smart phone, which is
many times more powerful than the computers that Watson was talking about.

13 To DTD or not to DTD, 2007, post by Chris Finke, available from
http://web.archive.org/web/20080206214640/http://blog.netscape.com/2007/01/16/to-dtd-or-not-to-dtd/

14 https://www.theguardian.com/technology/2008/feb/21/computing.supercomputers
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The growth of digital data has been explosive':
Annual Size of the Global Datasphere 175 ZB

Figure 3 Growth of amount of data

In the same way network speed has increased — Nielson’s Law suggest the growth is 50%

1,000,000,000 -
100,000,000 -
10,000,000 -
1,000,000 -
£ . 100,000 -
2T E
*8' 5 10,000 -
o =
c
c 3 1,000
8 5 *
= 0O 100 +
2 ]
c2 10 -
ga 3
£ L b b

1983 1988 1993 1998 2003 2008 2013 2018

per year!, s

Figure 4 Growth in network speed

New operating systems have evolved, and have been created, to take advantage of the new
hardware capabilities. Operating system capabilities in turn affect software libraries and
applications.

The growth of data, CPU power, network speed and connectivity has enabled the growth of
Cloud computing and storage, and the provision of services delivered through the cloud.

15 From Reinsel D., Gantz J., Rydning J., Data Age 2025, 2018, available from
https://www.seagate.com/files/www-content/our-story/trends/files/idc-seagate-dataage-whitepaper.pdf

16 Nielsen J, Nielsen’s Law of Internet Bandwidth, 2019, available from
https://www.nngroup.com/articles/law-of-bandwidth/
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1.4.3 Tacit knowledge

By tacit knowledge!” we mean things we (i.e., a specific group, culture, nationality, age-
group etc.) “all know”, ranging from concepts, the meaning of words, the meaning of slang or
specialised terms or how to do certain things. Tacit knowledge tends to be viewed as intuitive
knowledge which is rooted in experience, context, and practice. It tends to be hard to
communicate because it resides in the mind of one of a group of individuals.

It is clear that tacit knowledge is different between different groups. It also changes over
time within a group, as shown if one thinks about what one’s grandparents’ tacit knowledge
must have included, and how different it would be from one’s own. In my case my
grandparents would have known how to speak Italian and German, knew how to make their
way around Venice, recognize their friends and family members, and do so on — none of
which is known to me. Similarly, the tacit knowledge of a group of astronomers will have
evolved over time as the common ideas and theories will have changed over time.

In order to be shared, such tacit knowledge must be codified and made explicit so that it
can be shared.

1.4.4 Remote resources

Many of the resources one relies on in the modern world, such as those on the internet
referred to by software or within data formats or as documentation, may become inaccessible
or cease to exist.

An interesting example the websites of the EU projects which contributed to this book
were ones for which the author owned the domain name and which he maintained, are no
longer available. The reason that they are no longer available is informative. It is that the
author lives in the UK and following the UK’s departure from the EU, he was no longer
allowed to own ““.eu” domain names'®. This made the original websites inaccessible. Some of
the project domain names, such as www.prelida.eu and www.scidip-es.eu, have been bought
by others and are being used for their own purposes, unrelated to the original projects. The
same would have happened if/when the author stopped paying for the ownership of the
domain, or the webserver. The same could happen for any website or any remote resource.
Various studies'®, 2 have shown that the half-life of URLs referenced in scientific papers is
measured in years rather than decades.

It may be hoped that persistent identifiers are a solution to these issues, but all require

money and effort to maintenance the pointers to the location of the remote resource. For

example, the various persistent identifiers based on the handle system?!,?%, such as the Digital

17 The Cambridge Dictionary defines “Tacit Knowledge” as knowledge that you do not get from being
taught, or from books, etc. but get from personal experience, for example when working in a particular
organization. See https://dictionary.cambridge.org/dictionary/english/tacit-knowledge .

18 Rules for Domain names, see https://eurid.eu/en/register-a-eu-domain/rules-for-eu-domains/

19 Habibzadeh P. Decay of references to Web sites in articles published in general medical journals:
mainstream vs small journals. Appl Clin Inform. 2013 Oct 2;4(4):455-64. doi: 10.4338/ACI-2013-07-RA-0055.
PMID: 24454575; PMCID: PMC3885908.

20 Loan, F.A. and Shah, U.Y. (2020), "The decay and persistence of web references", Digital Library
Perspectives, Vol. 36 No. 2, pp. 157-166. https://doi.org/10.1108/DLP-02-2020-0013

21 The handle system is defined in https://www.rfc-editor.org/rfc/rfc3650.txt, https://www.rfc-
editor.org/rfc/rfc3651.txt and https://www.rfc-editor.org/rfc/rfc3652.txt

22 The Handle Registry at http://hdl.net/
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Object Identifier** (DOI), or others such as ARK?*, PURL? depend upon servers, all require
resources, and maintenance to update the new location of the resources if/when they are re-
located.

1.4.5 Slow changes

We tend to believe that change happens relatively slowly, so that we will have time to
adapt to the changes. However, clearly disasters, such as floods, earthquakes and violent
storms do happen. Companies, even very large ones, suddenly stop operating, through
bankruptcy or legal issues. Criminals or terrorists or nations can strike unexpectedly.

A sensible precaution is to prepare to mitigate such events, such as not building on flood
plains or seismic faults or taking out insurance or installing burglar alarms.

However, there is a famous quote from Donald Rumsfeld:>® “...there are known knowns;
there are things we know we know. We also know there are known unknowns; that is to say
we know there are some things we do not know. But there are also unknown unknowns — the
ones we don’t know we don’t know.”

We must beware of the “unknown unknowns” that cause rapid changes that we cannot
mitigate but to which we must react. To be able to do this one must be sure we can understand
systems, and bits etc, in depth.

1.5 Common errors in digital preservation

At this point it is worth thinking about some common errors when digital preservation is
discussed. Some are obvious but others are more subtle and are errors which are often
overlooked. This list is not exhaustive but should spark some thoughts in the reader.

People can get so confused by many things including:

- the minutiae of their jobs mean that they forget the fundamentals;

- others tell them that digital preservation is difficult and so one must accept the
provided tools, recipes, and cookbooks without understanding their limitations;

- not thinking clearly and logically.

People get fooled by:

- the software that does things “auto-magically” for you when you click on a file;

- examples that look backwards rather than forward;

- people who claim to know about digital preservation, but actually don’t;

- people, especially vendors, who speak only about formats but never speak about
semantics or information.

People tend to forget:

- what their current software does for them now;

- that software can disappear;

- that things tend to get more complex and interlinked;

- that they will need to know how to preserve things that are not just for display or
rendering;

- that digital preservation is about preserving the information that is encoded in bits;

- that bits can mean anything.

What people don’t usually think about:

2 DOI standard https://www.iso.org/obp/ui/#iso:std:is0:26324:ed-1:v1:en
24 See https://datatracker.ietf.org/doc/html/draft-kunze-ark-01
25 See https://purl.archive.org/

26 See https://www.youtube.com/watch?v=REWeBzGuzCc
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- the details of the bits and the potential complications inherent in digital objects.
What people tend to panic about:
- complexity and the unknown.
1.6 Limitations of this chapter

This chapter clearly can only cover a limited number of aspects related to digital
preservation but should provide the basic ideas on which to build.
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2 What OAIS says and why it says it

If language is not correct, then what is said is not what is meant, if what is said is not what
is meant, then what must be done remains undone, if this remains undone, morals and art will
deteriorate; if justice goes astray, the people will stand about in helpless confusion. Hence
there must be no arbitrariness in what is said. This matters above everything”’.

(Confucius 551 BC - 479 BC)

This chapter aims to provide the basic ideas and concepts needed to build the rest of this
book on. We do this by jumping in feet first, based on the terminology from the OAIS
Reference Model, based on the ideas introduced in earlier chapters. We need to do this in
order to be able to talk clearly about digital preservation, because we want to say what we
mean.

2.1 The aims of OAIS

As we (the CCSDS DAI Working Group?®, and before that Panel 2, which I lead) wrote
OAIS? we had several aims and guiding principles. The group consists of people with
various backgrounds including libraries, national archives, and scientific data repositories. We
realized that there were deficiencies in the previous work on digital preservation, namely:

- afocus on the document world, with concepts that were not applicable to scientific
data;
- existing vocabularies were unclear:
o different communities used different words for very similar concepts;
o different communities used the same word for very different concepts;
- it was not clear how to assess any of the concepts, in particular how to know whether
digital preservation had been, or was likely to be, successful.

We decided to avoid:

things to do with funding;

things to do with speed of response to requests;
things that are tied to specific organisations;

legal issues arising in any specific judicial system,;
details of designs for a repository;

adding every possible idea into the document;
being tied to “Open Data”;

27 See http://www.quotationspage.com/quote/14176.html
28 CCSDS DAI working group page https://cwe.ccsds.org/moims/default.aspx# MOIMS-DAI

2 The definitions used here are from the updated version of OAIS. The details of the changes from the OAIS
2012 version are provided in section 4
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- Dbeing tied to specific hardware or software
We realized that we must have a standard which:

- had concepts that are applicable to any digital object;

- had concepts that are testable;

- defined what was required for conformance, although we realized that this standard
itself could not cover everything required of an archive;

- defined various roles of actors, whether people, organisations, or systems, recognizing
that a specific actor could take on various roles at different times;

- defined a roadmap of follow-on standards;

- had concepts that would allow the creation of a certification system,;

- did not assume that anyone could see into the future, but instead defined processes
which were needed to carry out digital preservation as things change;

These considerations led us to produce a standard which:

e was not a design for a repository, although some readers do read the standard as a
guide or checklist for a design;

o was not specific about HOW to do things;

e did start from very fundamental concepts, providing a logical sequence of ideas -
beginning with a number of definitions;

e was applicable to any digital holdings;
e was testable;
It had some parts are MANDATORY for OAIS conformance, and these are:
o carefully worded
o practical
o minimal
Other parts provide terminology and what we thought would be useful guidance.
A key decision was to say nothing about a topic unless we could say something useful.
2.2 Introduction to OAIS concepts and terminology

Another way of looking at this is to realise that different people have slightly different
definitions in mind, depending upon their backgrounds, for many common terms. If we are
not careful we will talk at cross-purposes because of these differences. In order to avoid this,
we need clear definitions.

The next few sections discuss some of the basic OAIS definitions and concepts.
2.3 Preserve what, for how long and for whom?

The “O” in OALIS stands for “Open” but refers to the open way the standard was
developed rather than anything to do with open access. Indeed, the OAIS Reference Model
can apply to any type of archive whether open access, closed, restricted, “dark™ or proprietary.

OALIS takes a very general definition of its prime concern which, as the “I”’ in OAIS
suggests, is information:

Information : Any type of knowledge that can be exchanged. In an exchange, it is
represented by data. An example is a string of bits (the data) accompanied by a description of
how to interpret the string of bits as numbers representing temperature observations measured
in degrees Celsius.

Note that Knowledge is not defined in OAIS; the word is used in the normal dictionary
meaning:
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o Cambridge dictionary*°

o “understanding of or information about a subject that you get by experience or
study, either known by one person or by people generally

e Collins*":

o “Knowledge is information and understanding about a subject which a person
has, or which all people have.”

e Miriam-Webster:

o A
1) the fact or condition of knowing something with familiarity gained
through experience or association
2) acquaintance with or understanding of a science, art, or technique
o B

1) the fact or condition of being aware of something
2) the range of one's information or understanding

2.4 OAIS Information Model component definitions
The accompanying definition of data is equally broad:

Data : A reinterpretable representation of information in a formalized manner suitable
for communication, interpretation, or processing. Examples of data include a sequence of
bits, a table of numbers, the characters on a page, the recording of sounds made by a person
speaking, or a moon rock specimen.

There are related definitions:
Data Object: Either a Physical Object or a Digital Object.

Physical Object: An object (such as a moon rock, bio-specimen, microscope slide) with
physically observable properties that represent information that is considered suitable for
being adequately documented for preservation, distribution, and independent usage.

In the case of things digital, OAIS defines:
Digital Object : An object composed of a set of bit sequences.

Note that this does not mean we are restricted to a single file. The definition includes
multiple, perhaps distributed, files, or indeed a set of network messages.

The restriction to “bits” i.e., consisting of “1”” and “0”, means that if we move to trinary
(i.e., “0”, “1” and “2”) or quantum bits instead of binary then we would have to change this
definition, but it would not affect the concept — however it would change the tools we could
use.

One might wonder why data includes physical objects such as a "moon rock specimen".
The answer should become clear later but in essence the answer is that to provide a logically
complete solution to digital preservation one needs, eventually, to jump outside the digital, if
only, for example, to read the label on the disk, or a copy of the ASCII encoding carved in
stone .

As to the question of length of time we need to be concerned about, OAIS provides the
following pair of definitions (the text in bold italics below is taken from OAIS):

Long Term : A period of time long enough for there to be concern about the impacts of
changing technologies, including support for new media and data formats, and of a

30 See https://dictionary.cambridge.org/dictionary/english/knowledge

31Gee https://www.collinsdictionary.com/dictionary/english/knowledge
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changing Designated Community, on the information being held in an OAIS. This period
extends into the indefinite future.

Long Term Preservation : The act of maintaining information, Independently
Understandable by a Designated Community, and with evidence supporting its Authenticity,
over the Long Term.

In other words, we are not only talking about decades into the future but, as is a common
experience, we need to be concerned with the rapid change of hardware and software, the
cycle time of which may be just a few years. Of course, even if an archive is not itself looking
after the digital objects over the long term, even by that definition, the intention may be for
another archive to take over later. In this case the first archive needs to capture all the
“metadata” needed so that it can hand these on also.

Note that OAIS does use the word “metadata” because it is too broad a term, as discussed
previously, but we use the term, carefully, in this book for convenience.

Three key concepts are embedded in the above definition namely:

Authenticity: the degree to which a person (or system) may regard an object as what it is
purported to be. The degree of Authenticity is judged on the basis of evidence.

There will be much more to say about authenticity in section 3.3.6 and chapter 4, where the
whole chapter is devoted to it.

Independently Understandable : A characteristic of information that is sufficiently
complete to allow it to be interpreted, understood and used by the Designated Community,
as exemplified by the associated Preservation Objectives, without having to resort to special
resources not widely available, including named individuals.

This introduces another concept “Preservation Objectives” which we come to next.

By being able to “understand” a piece of information is meant that one can do something
useful with it; it is not intended to mean that one understands all of its ramifications.

For example, in a criminal investigation of a murder one may have a database with
digitally encoded times of telephone calls; here we would be satistfied if we could say “the
telephone call was made at 12:05 pm on 1* January 2009, UK time”, but to then understand
that this implied that the person who made the call was the murderer is beyond what OAIS
means by being able to “understand” the data.

In OAISv3 we strengthened the concept of understandability by making it testable. We did
this by defining:

Preservation Objectives: A specific achievable aim which can be carried out using the
Information Object.

Preservation Objectives are intended to allow the repository to make it possible to test
whether the information actually is Independently Understandable by members of the
Designated Community now and into the future, in particular having adequate Representation
Information. In order to facilitate this each Preservation Objective should be:

e Specific — The objective should be well defined and clear to anyone with the assumed
Knowledge Base
e Actionable — The objective should be achievable currently and into the future.
e Measurable - It should be possible to know whether or not the objective has been
attained at a given point in time.
Examples of Preservation Objectives include:

e The ability to render documents, images, videos, or sounds in a way which is
sufficiently similar to the original. This could be checked by verifying that, for
example, the document is readable, or the image is viewable. An analysis of the
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colours could also be compared. A spectral analysis could be performed on the sounds
and compared with that of the original.

e The ability to process a dataset and generate the data products expected. This could be
checked by comparing with something generated earlier, for example on Ingest.

e The ability to understand a dataset and use it in analysis tools to generate results, for
example the density of electrons in the upper atmosphere or the structure of a
molecule, given certain measurements. These could be compared with results
generated earlier.

e The ability to re-perform an artistic performance. This could be compared with a
recording of a previous performance.

Checks on the success of the preservation activity should include confirmation that these
aims have been fulfilled. Clearly information needed to make comparisons, as in the examples
above, would be expected to be created earlier, perhaps on Ingest, and would need to
accompany the information being preserved.

An OALIS archive must define Preservation Objectives. The definition of the Preservation
Objectives may be subject to agreement with funders and other stakeholders. They will likely
provide input into those definitions and may have agreements with the OAIS regarding those
definitions. The definition of the Designated Community and its Knowledge Base will
probably change over time and therefore the definition of the Preservation Objectives may
change over time. In this case, funders and other stakeholders would again be consulted.

Now we approach one element of what that the "preservation" part of "digital preservation”
means. To require that things are able to be "interpreted, understood and used" is to make
some very powerful demands. It not only includes playing a digital recording so it can be
heard, or rendering an image or a document so that it can be seen; it also includes being able
to understand what the columns in the spreadsheet we mention earlier means, or what the
numbers in a piece of scientific data mean; this is needed in order to actually understand and
in particular use the data, for example using it in some analysis programme, combining it with
other data in order to derive new scientific insights. The "Independently" part is to exclude the
easy but unreliable option of being able to simply ask the person who created the digital
object; unreliable not because the creator may be a liar but rather because the creator may be,
and in the very long term certainly will be, deceased!

Finally, we have the other key concept of “Designated Community”.

: An identified group of potential Consumers who should be able to understand a
particular set of information in ways exemplified by the Preservation Objectives. The
Designated Community may be composed of multiple user communities. A Designated
Community is defined by the archive and this definition may change over time.

Why is this a key concept? To answer that question, we need to ask another fundamental
question, namely "How can we tell whether a digital object has been successfully preserved?"
— a question which can be asked repeatedly as time passes. Clearly we can do the simple
things like checking whether the bit sequences are unchanged over time, using one or more
standard techniques such as digital digests. However, just having the bits is not enough. The
demand for the ability for the object to be "interpreted, understood and used" is broader than
that - and of course it can be tested.

The word "should" means that the repository is saying that it commits to make sure that the
members of the Designated Community will be able to understand.

But surely there is another qualification, for is it sensible to demand that anyone can
"interpret, understand and use" the digital object - say a four-year-old child? Clearly we need
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to be more specific. But how can such a group be specified, and indeed who should choose?
This seems a daunting task - who could possibly be in a position to do that?

The answer that OAIS provides is a subtle one. The people who should be able to
"interpret, understand and use" the digital object, and whom we can use to test the success or
otherwise of the "preservation", are defined by the people who are doing the preservation.

The advantage of this definition is that it leads to something that can be tested. So, if an
archive claims "we are preserving this digital object for astronomers" we can then call in an
astronomer to test that claim, using the Preservation Objectives.

The disadvantage is that the preserver could choose a definition which makes life easy for
him/her — what is to stop that? The answer is that there is nothing to prevent that BUT who
would deposit their information in an archive for which the definition does not suit the
depositor? The main point is that the archive must make its definition clear so that people can
judge.

As long as the archive’s definition is made clear then the person depositing the digital
objects can decide whether this is acceptable. The success or failure of the archive in terms of
digital objects being deposited will be determined by the market. Thus, in order to succeed the
archive will have to define its Designated Community (ies) appropriately.

Members of the Designated Community should be identifiable so that the repository can
test whether it has enough Representation Information by asking some of those people.

There has been some misunderstanding*? about the use of the term “potential Consumers”
in the definition of Designated Community, where it has been taken to mean that the
Consumers are in some sense non-existent. Rather it means that any specific individual in the
Designated Community may not actually be a user, but they could be. For example, if the
Designated Community for a particular dataset is “astronomers”, if we select a specific
astronomer he/she may not actually be a Consumer i.e., may not actually get the information
from the Archive, but he/she is a “potential Consumer” i.e., he/she could get the information
from the Archive.

OAIS says:

For example, an Archive may decide that certain Content Information should be
understandable to the general public and, therefore, this becomes the Designated
Community.

For some scientific information, the Designated Community of Consumers might be
described as those with a first-year graduate level education in a related scientific
discipline. This is a more difficult case as it is less clear what degree of specialized
scientific terminology might actually be acceptable. The Producers of such specialized
information are often familiar with a narrowly recognized set of terminology, so it is
especially critical to clearly define the Designated Community for that information and
to make the effort to ensure that this community can understand the information.

The possible changes to the definition of the Designated Community also need
consideration. Information originally intended for a narrowly defined community may
need to be made more widely understandable at some future date. For example,
information originally intended to be understandable to a particular scientific
community may need to be made understandable to the general public. This is likely to
mean adding explanations in support of the Representation Information and the
Preservation Description Information, and it can become increasingly difficult to obtain

32 Bettivia, R.S. (2016), The power of imaginary users: Designated communities in the OAIS reference
model. Proc. Assoc. Info. Sci. Tech., 53: 1-9. https://doi.org/10.1002/pra2.2016.14505301038
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this information over time. Selecting a broader definition of the Designated Community
(e.g., general public) when the information is first proposed for Long Term
Preservation can reduce this concern and also improve the likelihood that the
information will be understandable to all in the original community.

ISO 16363 provides additional examples of Designated Community:

e General English-reading public educated to high school and above, with access to a
Web Browser (HTML 4.0 capable).

e For Geographic Information System (GIS) data: GIS researchers—undergraduates
and above—having an understanding of the concepts of Geographic data and
having access to current (2005, USA) GIS tools/computer software, e.g., Arclnfo
(2005).

e Astronomer (undergraduate and above) with access to Flexible Image Transport
System (FITS) software such as FITSIO, familiar with astronomical spectrographic
instruments.

e Student of Middle English (a form of the English language spoken after the
Norman conquest (1066) until the late 15th century) with an understanding of Text
Encoding Initiative (TEI) encoding and access to an XML rendering environment.

o Variant 1: Cannot understand TEI;

o Variant 2: Cannot understand TEI and no access to XML rendering
environment;

o Variant 3: No understanding of Middle English but does understand TEI
and XML.

e The repository has defined the external parties, and its assets, owners, and uses.
Two groups: the publishers of scholarly journals and their readers, each of whom
have different rights to access material and different services offered to them.

Some repositories may have a policy not to allow consumers to get access to its contents
for a certain period of time call themselves, sometimes called a ‘dark archive’, but they would
nevertheless need a Designated Community.

Different archives, holding the same digital object may define their Designated
Communities as being different. This will have implications for the amount and type of
“metadata” which is needed by each archive.

There are publications*® which use the term “Designated User Community” rather than
“Designated Community”. While such a term is understandable, nevertheless the term is not
used in OAIS and so is best avoided because it could be misleading.

2.4.1 What “metadata”, how much “metadata”?

One fundamental question to ask is “What “metadata” do we need?’ The problem with
“metadata” is that it is so broad that people tend to have their own limited view. OAIS
provides a more detailed breakdown. The first three broad categories are to do with (1)
understandability, (2) origins, context, and restrictions and (3) the way in which the data and
“metadata” are grouped together.

The reason for this separation is that, given some digitally encoded information, one can
reasonably ask whether it is usable, which is dealt with by (1). This is a separate question to

33 See for example M. A. Parsons, R. Duerr, Designating user communities for scientific data: challenges and
solutions, Data Science Journal, 2005, Volume 4, Pages 31-38, Released on J-STAGE January 05, 2006, Online
ISSN 1683-1470, https://doi.org/10.2481/dsj.4.31, https://www.jstage.jst.go.jp/article/dsj/4/0/4_0 31/ article/-
char/en
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the one about where this digital object came from, dealt with by (2). Since there are many
ways of associating these things it seems reasonable to want to consider (3) separately.

It could be argued that to understand a piece of data one needs to know its context.
However, the discussion about “Independently Understandable” in the previous section points
out that OAIS does not require understanding of all the ramifications so this separation of
context from understandability is reasonable, although it does not mean that all context is
excluded from understandability since a piece of “metadata’” may have several roles.

The packaging is something which is separate from the content. The next few sub-sections
briefly introduce these different categories; they will each be discussed in much greater detail
in separate chapters.

2.4.1.1 Understandability (Representation Information)

One type of “metadata” we can immediately identify is that which we need to "interpret,
understand and use" the digitally encoded information. OAIS defines this as:

Representation Information : The information that maps a Data Object into more
meaningful concepts so that the Data Object may be understood in ways exemplified by
Preservation Objectives. An example of Representation Information for a bit sequence which
makes up a FITS file might consist of the FITS standard which defines the format plus a
dictionary which defines the meaning of keywords in the file which are not part of the

Interpreted
i Yields
Data | usingits Representation Information

—_

Object Information Object
standard.
Figure 5 Representation Information

Figure 5 indicates that the Representation Information is used to interpret the Data Object
in order to produce the Information Object — something which one can then understand and
use.

The OAIS definition of Information Object is: A Data Object together with its
Representation Information. This is a very broad definition.

The definition of Information Object may seem a little circular. However, its purpose is not
to define something specific, for example in a computer programme. Instead, it really only
provides a simple term for something which we can apply to many different things in people’s
heads. The key idea is that it is something that allows us to talk about what knowledge is
being exchanged.

When we are referring to something specifically targeted for preservation the term
Content Information is used. This is a set of information that is the original target of
preservation or that includes part or all of that information. It is an Information Object
composed of its Content Data Object and its Representation Information. Some might think
that the “original target of preservation” must be something like a piece of scientific data, but
a better understanding is that it means the object we are focusing on right now. We can focus
on the other objects in this diagram, and later diagrams, such as the Representation
Information, later, when it will be regarded as “’the target of preservation” and referred to as
Content Information.
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In a little bit more detail, recognising that the Data Object could be either digital or
physical, one can draw Figure 6, which is a simple UML>** diagram.

Information
Object

? Interpreted using
[ I %k

Interpreted using

Data Representation

Object Information 1
| ]
Physical Digital
Object Object
i
W
Bit

Figure 6 OAIS Information Model

This diagram is a way of showing that

¢ an Information Object is made up of a Data Object and Representation
Information

e a Data Object can be either a Physical Object or a Digital Object. An example of
the former is a piece of paper or a rock sample.

e a Digital Object is made up of one or more Bits

Note that this does not mean we are restricted to a single file. The definition includes
multiple, perhaps distributed, files, or indeed a set of network messages.

e a Data Object is interpreted using Representation Information

It is important to realise that Representation Information can be anything from a scribbled
handwritten note, needing a human to read it, to a complex machine-readable formal
description.

e Representation Information is itself interpreted using further Representation
Information

It should be borne in mind that any piece of Representation Information may be found to
be erroneous in future or may be improved by a better understanding of the data object or may
be completely replaced.

2.4.2 Recursion — a pervasive concept

Those with a mathematical background will recognise some of this as a type of recursion.
It comes up time and again in preservation. By this we mean that ideas which appear at one
level of granularity re-appear when we take a finer grained view, within the detailed
breakdown of those or other ideas. As is well known in mathematics, it is important to
understand where the recursion ends otherwise it becomes impossible to produce practical

34 See https://www.uml.org/ and Annex C of the OAIS standard
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results. For example, the factorial function is defined as n! = n*((n-1)!) i.e., 6! = 6*(5!) =
6*5*(4!) = ... This stops when we get to 0! because we define 0! as equal to 1.

It is worth making some remarks about this concept here.

Representation Information (Replnfo for short) — remember it is Representation
Information rather than Representation Data - is encoded as data (which could be called
representation data but in fact OAIS does not use that terminology) which itself needs its own
Representation Information. The recursion stops at the Knowledge Base of the Designated
Community.

Any piece of “metadata”, such as Provenance (to be discussed in detail later), will itself be
encoded as a Data Object, which needs Representation Information. Representation
Information as a digital object will also need its own Provenance, as illustrated in Figure 7

The recursion in this case might end with Provenance being a simple text file (or piece of
paper) in plain English (assuming the Designated Community can read English) so the
Representation Information is quite simple and hence the Representation Information
Network terminates.

In OAIS many of the concepts that are used are Information Objects.

As noted previously, each of the items of PDI and anything else which an archive seeks to
preserve, will be an Information Object, that is it is encoded in a Data Object, which has
Representation Information associated with it.

But that Representation Information will also have some Provenance associated with it as
illustrated in Figure 7.

Representation Provenance
Information

Figure 7 Recursion - Representation Information and Provenance

Thinking about every element which the archive seeks to preserve, besides the
Representation Information for the Data Object, it must surely know from where it got that
Data Object, and what has happened to it since receipt, it must be confident that the Data
Object has not been changed; it must know how to find it; it must know what the context of
that Data Object is and finally it must be clear about what the access restrictions are on that
Data Object, if any.

Standing back and comparing these considerations with the objects which are the “main
preservation focus” of the archive, then all these “metadata” elements must themselves be
associated with all the elements needed for an Archival Information Package (see section
244.2).
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The archive will need to preserve many pieces of information besides the AIPs. The
following lists show items mentioned in this document, but the archive may preserve other
items.

2.4.2.1.1 Subtypes of Representation Information

Figure 8 denotes that Representation Information may usefully be sub-categorised into
several different types, namely Structure, Semantic and (the imaginatively named) Other
Representation Information. This breakdown is useful because Structure Representation
Information is often referred to as “format”; Semantic Representation Information covers
things such as ontologies and data dictionaries; Other Representation Information is a catch-
all for anything and everything else.

Interpreted using

*
Representation 1
Information
*
Structure 3 Semantic Other ,
Information |~ dd Information Representation
e Information

meaningto

Figure 8 Representation Information object

One useful way to understand why this breakdown may be useful is to consider a number
of different variations.

For example, two copies of a simple message (i.e., a piece of information) may be
contained in two text files (i.e., in the same format), but in one case the message is written in
English and in the other case it is in French (needing different dictionaries).

Similarly, one can have the English text both in a PDF and a Word file — two different
formats but needing the same dictionary.

In general, breaking things down into smaller pieces means that one is not forced to treat
objects as a sticky mess. Instead, one can deal with each (smaller) part separately and usually
more easily.

When this is coupled with the fact that Representation Information is an Information
Object that may have its own Data Object and other Representation Information associated
with understanding that Data Object, as shown in a compact form by the interpreted using
association, the resulting set of objects can be referred to as a Representation Network.

In the extreme, the recursion of the Representation Information will ultimately stop at a
physical object such as a printed document (ISO standard, informal standard, notes,
publications etc). This allows us to make a connection to the non-digital world. However, use
of things like paper documentation would tend to prevent "automated use" and
"interoperability", and also complete resolution of the complete Representation Network,
discussed further below, to this level would be an almost impossible task. Therefore, we
would prefer to stop earlier, and this will be discussed next.
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As the final part of this tour through the OAIS concepts we turn to something a little
different in order to answer the question ‘How much “metadata”?’

A piece of Representation Information is just another piece of Information — hence the
name Representation Information rather than Representation Data. In order for there to be
enough Representation Information it has to be understandable and usable by the Designated
Community - in order to be used to understand the original data object. However, what if this
is not the case?

The Representation Information may be encoded as a physical object such as a paper
document, or it may be a digital object. In the latter case we can simply provide
Representation Information for that digital object. If the Designated Community still cannot
understand and use the original data, we can repeat the process. Clearly this provides us with
a way to answer the "How much" question: we provide a network of Representation
Information until we have enough for the Designated Community to understand the Data
Object. OAIS defines:

Representation Network: The set of Representation Information that fully describes the
meaning of a Data Object. Representation Information in digital forms needs additional
Representation Information so its digital forms can be understood over the Long Term.

To complete the picture, we can then see a way to define the Designated Community,
namely we define them by what they know, by what OAIS terms their Knowledge Base:

Knowledge Base : A set of information, incorporated by a person or system that allows
that person or system to understand received information.

2.4.3 Preservation Description Information
2.4.3.1 Besides Understandability — are we sure it is what we think it is?

Let us think what else one needs for preservation of some digitally encoded information,
beyond understanding it.

Clearly one needs to be sure that

If one has some kind of identifier, then we get the right object;

one needs to know that the object has not been altered in some unexpected way;
one needs to know that the object is what we think it is;

one needs to know how the object is related to other things;

one needs to know that the object can be dealt with legally

Preservation Description Information (PDI) collects together this information under several
headings as follows. This information, which along with Representation Information, is
necessary for adequate preservation of the Content Data Object and which can be categorized
as Provenance Information, Context Information, Reference Information, Fixity Information,
and Access Rights Information. It is a type of Information Object.

Defining (as well as its components: Provenance Information, Context Information,
Reference Information, Fixity Information, and Access Rights Information) as relevant to the
Content Data Object does not mean that those concerns are any less important for other data
objects or at other levels, for example, it is important to apply reference, fixity, provenance,
context, and access rights to Representation Information, or to any other information the
Archive is preserving. Definition of these terms as relevant to the Content Data Object is
simply to ease discussion of these concepts at the Content Data Object level.
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For each of the components discussed next is a type of Information Object.

Infarmation
Object
Contant Fﬂ“;:::ﬁ:: Packaging Descriptive Representation
Information o ——— Infarmation Infarmation Information (Indicates
thatthe list

is not
exhaustive)

Figure 9 Information Object Taxonomy

However, one may immediately think of, for example, Fixity Information as a hash , but that
hash is the Data Object (some bits) which requires its own Representation Information in
order to be an Information Object. The Representation Information could tell us that the bits
encode characters using ASCII-7, and the hash algorithm used was SHA256. This was
discussed in section 2.4.2.

2.4.3.2 Reference Information

Reference Information: The information that is used as an identifier for the Content
Data Object. It also includes identifiers that allow outside systems to refer
unambiguously to a particular Content Data Object.

It identifies, and if necessary describes, one or more mechanisms used to provide assigned
identifiers for the Content Data Object. It also provides those identifiers that allow outside
systems to refer, unambiguously, to this particular Content Data Object.

Examples of these systems include taxonomic systems, reference systems and registration
systems. In the OAIS Reference Model most if not all of this information is replicated in
Package Descriptions, which enable Consumers to access Information of interest.

The Data Object of the Reference Information may again be some bits and the
Representation Information could be that this is a UNICODE?’ encoding using a particular
code point. Using this one might then see it is “urn::xyx::abc::123” — in order to understand
this one would need Semantic Representation Information which explains how to use this set
of characters to find the object.

2.4.3.3 Fixity Information

Fixity Information: The information which documents the mechanisms that ensure that
the Content Data Object has not been altered in an undocumented manner.

Fixity Information provides the data integrity checks or validation/verification keys used to
ensure that the particular Content Data Object has not been altered in an undocumented
manner. Fixity Information could include special encoding and error detection schemes that
are specific to instances of Content Data Objects.

Fixity Information documents the mechanisms that ensure that the Content Data Object has
not been subject to undocumented alteration. Examples include Cyclic Redundancy Check

35 See for example https://www.smashingmagazine.com/2012/06/all-about-unicode-utf8-character-sets/
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(CRC) codes, checksums, or message digests. The mechanisms are not excluded from being
used for other objects, but the mechanisms used for Content Data Objects are of particular
interest.

It is important to understand that while, for example, hashes or digests of digital object
may sometimes be referred to as Fixity, OAIS means that one must know how the system
works. For example, when we calculate a hash and compare it to the “original” hash, how can
we be sure that the “original” hash has not been changed?

2.4.3.4 Provenance Information

Provenance Information: The information that documents the history of the Content
Data Object. This information tells the origin or source of the Content Data Object, any
changes that may have taken place since it was originated, and who has had custody of it
since it was originated. The Archive is responsible for creating and preserving
Provenance Information from the point of Ingest; however, earlier Provenance
Information should be provided by the Producer. Provenance Information adds to the
evidence to support Authenticity.

Provenance Information documents the history of the Content Data Object. This tells the
origin or source of the Content Data Object, checks on its Information Properties to be
preserved (Transformational Information Properties), any changes that may have taken place
since it was originated, and who has had custody of it since it was originated, providing an
audit trail for the Content Data Object. This gives future users some assurance as to the likely
reliability of the Content Data Object as it contributes to evidence supporting Authenticity.
Provenance Information can be viewed as a special type of Context Information.

The Archive is responsible for creating and preserving Provenance Information from the
point of Ingest; however, earlier Provenance Information should be provided by the Producer.
Provenance Information adds to the evidence to support Authenticity.

The Data Object of the Provenance Information may be a set of sequences of bits which is
the Structure Representation Information tells us is a PREMIS file (see section 1) encoded in
EBCDIC?®, and using a specialised vocabulary specified in the Semantic Representation
Information.

2.4.3.5 Context Information

Context Information: The information that documents the relationships of the
Content Data Object to its environment. This includes why the Content Data Object was
created and how it relates to other Content Data Objects.

The Data Object of the Context Information could be some bits for which the Structure
Representation Information is that it is a set of characters encoded in ASCII-7. The Semantic
Representation Information could be that this is “UK English” text using a specific special
terminology.

2.4.3.6 Access Rights Information

Access Rights Information: The information that identifies the access restrictions
pertaining to the Content Data Object, including the legal framework, licensing terms,
and access control. It contains the access and distribution conditions stated within the
Submission Agreement, related to both preservation (by the OAIS) and final usage (by
the Consumer). It also includes the specifications for the application of rights
enforcement measures.

36 Extended Binary Coded Decimal Interchange Code (EBCDIC) - see https://www.ibm.com/docs/en/db2-
for-zos/12?topic=schemes-ebcdic
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It contains the access and distribution conditions stated within the Submission Agreement,
related to both preservation (by the OAIS) and final usage (by the Consumer). It also includes
the specifications for the application of rights enforcement measures.

2.4.3.6.1 Subtleties of Access Rights

When one hears about Digital Rights, one will probably think about restrictions and
payment of fees that one must respect if one wants to download and enjoy one’s favourite
song or read some parts of the intriguing e-book about digital preservation found on Internet.
That’s true, but Digital Rights exist and have a legal validity even if one is not forced to
respect the conditions. So, which are the issues that Digital Rights pose on the long-term
preservation?

If one is preserving “in-house” all the pictures taken since the purchase of a digital camera,
then there is no problem. But if one needs to curate of some artistic, cultural, or scientific
material that was produced by someone else, then the law normally imposes limitations on the
use, distribution, and any kind of exploitation of that material.

You might think “Fine, I know already what I’'m allowed to do! Why should I further care
about rights?” The reason is that things will change: new laws will come into force and the
Copyright will, at a given time in the future, expire or the heirs of the original rights holder
could give up the exploitation rights and put the work being preserved into the Public
Domain. All these things have an impact on what anybody is allowed to do.

Is there anything else to think about, except Copyright? Yes, there is Protection of Minors,
Right to Privacy, Trademarks, Patents, etc., and they all share the same aim: they protect
people from potential damages due to incorrect use of the material being held! One should be
aware of that.

The main questions that must be asked are:

¢ do the activities related to digital preservation violate any of the above rights?

e are there some limits in copying, transforming, and distributing the digital holdings?

e s the object of preservation some personal material or is it intended for a wider

public?

Future consumers will have to respect the same limitations, and they should also be informed
about the special permissions that the Laws grant them or that the rights holder was willing to
grant. In other words, access conditions depend both on legislation and on conditions defined
within licenses and both must be preserved over time and be kept updated.

2.4.3.6.1.1 Limitations and rights to perform digital preservation

Preserving a digital work in the long-term requires that a number of actions are undertaken,
including copying, reproducing, making available and transforming its binary representation.

These actions might infringe existing Copyright: for instance, if one wanted to transform a
digital object from an obsolete format to a most recent one, and thereby risk altering the
original creation in a way that the rights holder might not agree with.

To ascertain that no such exclusive rights are violated, a preservation institution has the
following main options (which are all, within the conditions defined, in line with the OAIS
mandatory responsibilities):
e to become the owner of the digital material and to obtain the exclusive rights from the
creators (excluding the non-transferrable moral rights);

e to preserve only material that is in Public Domain (e.g., where Copyright is expired, or
the author has released the work into Public Domain);
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e to carry out preservation in accordance with the conditions defined by the Law (e.g.,
in some countries there are Copyright Exceptions which grant some kinds of
institutions the permissions to perform digital preservation)

e to obtain from the rights holders, by means of a license, the permissions to carry out
the necessary preservation activities.

Many countries have defined exceptions in their Copyright Laws to facilitate libraries,
archives, and other institutions to carry out digital preservation. However, until a legal reform
is carried out, it is good practice to get the required authorization from the rights holders
through rights transfer contracts or licenses, and not to rely solely on the existing jurisdiction
to ensure a comprehensive preservation of copyrighted materials.

2.4.3.6.2 Preserving limitations and rights over time

At some time in the short or long term, somebody will desire or need to access one of the
preserved archive holdings. Protection of Minors and Privacy Laws regulate the use of
particular types of data. However, the most complex limitations come from Intellectual
Property Rights (IPRs): Copyright, Related Rights, and Industrial Property Rights, such as
Trademarks, Industrial Design and Patents.

Dealing with IPR-protected material poses risks, because it could conflict with the normal
exploitation of the work or prejudice the legitimate interests of the rights holders. Therefore,
the preservation institution should reduce the risk taken by future consumers and try to
arrange things so that those consumers are able lawfully to exploit the materials.

We will see that it is not enough just to identify and store the details on who holds some
Copyright and the licenses that are attached to the content; it is also necessary to preserve
other kinds of information, to monitor the changes in the legislation and to be continuously
updated about the ownership of rights. If the consumers were authorized to exploit a piece of
content in the way they intend, they should have the ability to show the appropriate
authorization.

Since the revision of the OAIS Reference Model a specific section of the Preservation
Description Information (PDI) has been defined to address authorization in the long-term,
namely Access Rights Information. This information is specified in part by the rights holders
within the Submission Agreement. For example, it could contain the license to carry out
preservation activities, licenses offered to interested consumers and the rights holders’
requirements about rights enforcement measures. But this PDI section could even include the
special authorizations that are granted by the law. In short, OAIS Access Rights include
everything related to the terms and conditions for preservation, distribution, and usage of the
Content Information.

There are two kinds of access rights to be considered. On the one hand there are the
exclusive ownership rights that are typically held by the owners of the works, and on the other
hand there are the non-exclusive permissions that are granted to other persons. In order to be
able to correctly preserve all the existing rights - exclusive ownership rights and non-
exclusive permissions - the following information is required:

e Ownership of rights

e Licences

e Rights-relevant Provenance information
e Post-publication events

e Laws

Each of these is discussed in turn below.
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2.4.3.6.2.1 Ownership of rights

Ownership rights can be derived from the application of the Law to provenance and to
post-publication events. Thus, one could just preserve the latter and “calculate” the existing
rights only when the legitimacy of some intended action must be controlled.

In practice however it is useful to have the ownership rights already processed and stored
in explicit form, for instance for statistical purposes and for searching and browsing the
preserved material. This requires that adequate mechanisms are put in place for notification
about changes in the Law and on some other relevant events in the history of a work, because
these could imply some change in the status of rights.

2.4.3.6.2.2 Licenses

When rights holders are willing to grant some specific permission to other people to
exploit their creation, they can do this through a licence. Licences contain the terms and
conditions under which the use of the creation is permitted.

Preserving licences over time gives the future consumer a better chance to exploit an
intellectual work.

2.4.3.6.2.3 Rights-relevant Provenance Information

This information includes the main source of information from which the existing
exclusive rights can be derived by applying the Law. In the simplest case it corresponds to the
creation history, saying who the creators are, when and in which country the creation was
made public for the first time, and the particular contribution of each creator.

However, the continuously changing legislation poses a challenging issue, namely that it is
impossible to predict which information might be relevant.

Consider for example that France has, at a certain point, extended the Copyright duration
with provision of five and nine years respectively for works created in the years of the First
and the Second World War, and it has added further thirty years if the author "died for
France"*’. This means that the publication year is not sufficient to derive the rights, as it is
necessary also to trace if an author died during active service!

This kind of information is absolutely crucial to correctly identify all the existing
ownership rights, their duration and the jurisdiction under which they are valid.

2.4.3.6.2.4 Post-publication events

This information concerns events that have an impact on ownership rights and on
permissions, but which cannot be considered as part of the creation history. It includes:

e Death of a creator: the date of death influences the duration of the ownership rights;
the identities of the heirs are crucial if particular authorizations need to be negotiated

e Release in Public Domain: the rights holders might decide to give up all rights even
before the legal expiration date

e Transfer of Rights: the rights holders might transfer some or all of their exclusive
rights to someone else.

If this kind of information is preserved and kept updated, it should be possible to exploit the
[PR-protected material in the near and the far future.
2.4.3.6.2.5 Laws

Tracking laws is crucial for the correct preservation of rights: changes must be

immediately recognized because they might strengthen or reduce the legal restrictions for
some materials.

37 Right might still be wrong, 2013, see https://www kl.nl/opinie/right-might-still-be-wrong/
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Laws need not to be preserved themselves, but an archive should be able to recognize and
to handle the changes. This is true not only for Intellectual Property Rights, but also for Right
to Privacy and Protection of Minors.

2.4.3.6.3 Rights enforcement technologies

Technological solutions like encryption, digital signatures, watermarking, fingerprinting
and machine-understandable licenses could be applied to enforced access rights. Thus, the
rights holders and content providers could ask the preservation institution to make the
deposited material available only under some restrictions and to enforce them with proper
security measures.

Each OALIS archive is free in implementing rights enforcement in whatever way it chooses.
The only necessary restriction is to not introduce potential future barriers to the access by
altering the raw Content Data Object; alterations due to encryption and watermarking of the
raw data objects should only be applied when the content is finally presented to the

user.Examples of PDI
Table 1 Examples of PDI components
Content
[ (}n en G Reference Provenance Context Fixity Access Rights
nformation
T Information Information Information Information | Information
ype
Space Science | Object identifier | Instrument Calibration history | CRC Identification of the
Data Journal description Related data sets Checksum properly authorized
reference Principal Mission Message Designated Community
. I tigat ) ) . (Access Control)
Mission, nvestigator Funding history Digest

instrument, title,
attribute set

Processing history

Storage and
handling history

Sensor description
Instrument
Instrument mode
Decommutation
map

Software interface
specification

Information
Property
Description

Reed-Solomon
coding

Permission grants for
preservation and for
distribution

Pointers to Fixity
Information and
Provenance Information
(e.g., digital signatures,
and rights holders)
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Content

. Reference Provenance Context Fixity Access Rights
Information . . . . .
Type Information Information Information Information | Information
Digital Bibliographic For scanned Pointers to related Digital Legal framework(s)
Library description collections: documents in signature Licensing offers
Collections ; original . . .
Persistent metadata about the g Catih Checksum Specifications for rights
; : i oitizati environment at the .
identifier digitization process | ™ L Authenticity enforcement measures
. time of publication Lo . . .
pointer to master indicator applied at dissemination
version time
For born-digital Permission grants for
publications: preservation and for
pointer to the distribution
digital original Information about
Metadata about the watermarking applied at
preservation submission and
process: preservation time
pointers to earlier Pointers to Fixity
versions of the Information and
collection item Provenance Information
. (e.g., digital signatures,
change histo .
g ry and rights holders)
Information
Property
Description
Software Name Revision history Help file Certificate Designated Community
Package Author/ Registration User guide Checksum Legal framework(s)
Originator Copyright Related software Encryption Licensing offers
Version number | 1nformation Language CRC Specifications for rights
Serial number Property enforcement measures
Description applied at

dissemination time

Pointers to Fixity
Information and
Provenance Information
(e.g., digital signatures,
and rights holders)

2.4.4

Information Packaging

Some way is needed to connect together the various items OAIS identifies for preservation.
In order to do this OAIS defines a general Information Package, which logically contains a
general Information Object, as follows.
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described delimited
by . by
Package < Information > Packaging
Description * 1 > Package < Information
* derived identifies
from
Information
* Object

Figure 10 Information Package Contents and Its Associated Package Description and Packaging Information

Packaging Information is defined as the information that describes how the components
of an Information Package are logically or physically bound together and how to identify and
extract the components. It is a type of Information Object.

For example, all the components could be in a compressed file where the Information
Object is in a directory called “InformationObject” which contains a Data Object and a
subdirectory which in turn contains the Representation Information.. The Packaging
Information would then be “This is a compressed file, compressed using specific compression
algorithm ZZZ77, and the various components may be found, once the file is uncompressed, in
directories “InformationObject” etc. Other examples will be discussed below.

Alternatively, there may simply be a text file where on each line starts with the name of the
component e.g., “InformationObject” followed by a URI which points to the actual
component. The packaging Information would then be “the bits which make up the
Information Package can be understood as a text file with ASCII-7 encoding, and the
Semantic Representation Information is pointed to by the URI labelled as SemanticRepInfo
(for example).

Package Description is the information intended for use by Access Aids i.e., to discover
the contents. It is a type of Information Object. In the example of the ZIP file above the
Package Description could be a description of the contents of the Information Package.

OALIS defines three types of Information Package:
2.4.4.1 Types of Information Packages

Information
Package
JA
Submission Archival Dissemination
Information Information Information
Package Package Package

Figure 11 Information Package Taxonomy
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The definitions of Submission Information Package (SIP) and Dissemination Information
Package (DIPt) essentially provide no additional details; they are defined as a convenience for
the incoming and outgoing packages to and from the repository.

The Archival Information Package, on the other hand, is very specific.
2.4.4.2 Archival Information Package

The Archival Information Package is defined as a concise way of referring to a set of
information that has, in principle, all the qualities needed for permanent, or indefinite, Long-
Term Preservation of a designated Information Object. In OAIS terms this means that it is an
Information Package, consisting of the Content Information and the associated Preservation
Description Information (PDI), which is preserved within an OAIS.

The Information Object is then:

Information
Object

I

Content furtherdescribed by
Information

Intzrpretad | T
using I
Interpretad
using Data
Representstion Object

Infarmation

Preservation
» Description
Information

Figure 12 Example of an Information Object Made Up of Content Information and PDI

Expanding the figure to show all the components we get:
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Figure 13 Archival Information Package (Detailed View) and Its Associated Package Description and Packaging
Information

The AIP is a logical package — as are all the Information Packages, so could be just a
collection of pointers. Of course, as time passes then Provenance Information will be added,
for example as the Data Object is moved from one storage location to another, and
Representation Information may be added as the Knowledge Base of the Designated
Community changes.

If the AIP is all a single file, for example everything in a ZIP file, then the way to add
information, for example by ensuring the AIP has some pointers to, in this case to the extra
Provenance and Representation Information.

On the other hand, if the AIP is a text file pointing to the various components then as those
components increment then the logical AIP is automatically incremented.

The reason an AIP is important is that it shows that the archive knows where all the
components are, and could, if required, collect everything that is needed to preserve the
Content Information and hand it over to another archive.

2.5 OAIS Functional Model

OAIS defines a number of functional entities and information flows, in order to provide
useful terminology when describing an archive. One often sees the following Functional
Model as representing the “OAIS Model”, but this is misleading.
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Figure 14 OAIS Functional Model

Consumer is defined as: The role played by those persons, or client systems, who interact
with OALIS services to find preserved information of interest and to access that information in
whatever level of detail is allowed. In addition to the normally expected entities outside the
OALIS, this can also include other OAISes, as well as internal OAIS persons or systems.

Producer is defined as: The role played by those persons or client systems that provide the
information to be preserved. This can include internal or external OAIS persons or systems.

Management is defined as: The role played by those who set overall OAIS policy as one
component in a broader policy domain, for example as part of a larger organization.

Note that these are all roles, which can be played by people or systems, and so a single
person or system may play several roles at the same time.

Some go to extremes:

Figure 15 OAIS Functional Model tattoo®

38 Courtesy of Flickr user wlef70 / Creative Commons Licensed - See
http://britishlibrary.typepad.co.uk/collectioncare/digital -preservation/#sthash.tlUOZCc0.dpuf
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The false belief that the Functional Model represents all of OAIS has led some to remark
that a chicken with its head cut off could be OAIS compliant.

Figure 16 Headless chicken

The next section shows how wrong that statement is.

More importantly this shows that some people who make a profession of digital
preservation could not be bothered to read the OAIS standard and yet feel competent to
make statements about it and digital preservation in general.

The Functional Model is sometimes the only one shown when OAIS is discussed.
Sometimes only this model is mentioned when talking about OAIS compliance. If you meet
people who make this mistake then please pay no attention to anything they say about digital
preservation because clearly they do not take their responsibilities seriously.

In fact, as we will see, when we look at OAIS conformance, the Functional Model is NOT
mentioned.

Why is it included in OAIS? We, the authors, felt that it was a useful addition to the
document and that it performs a VITAL job — namely to help define TEMINOLOGY and act
as a CHECKLIST for repositories. The Functional Model and the associated detailed version
shown in Figure 17 look rather like a design BUT it was not meant to be that. The useful
terminology checklist of activities that an archive should probably perform is not exhaustive
nor are they mandatory, but if a repository omits them then at least the repository staff should
consider whether something is missing. OAIS does not specify how any of these are
performed nor the way they may be combined.
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Figure 17 Detailed OAIS Functional Model Common Services assumed

Modern, distributed computing applications assume a number of supporting services such
as inter-process communication, name services, temporary storage allocation, exception

handling, security, backup and directory services. Much excellent work has already been done

in the area of open system environment reference models. Examples of such services include:

Operating system services provide the core services needed to operate and administer the
application platform and provide an interface between application software and the platform.

These services include the following:
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e Kernel operations provide low-level services necessary to create and manage
processes, execute programs, define and communicate signals, define and process
system clock operations, manage files and directories, and control input-output
processing to and from the external environment.

e Commands and utilities include mechanisms for operations at the user level, such as
comparing, printing, and displaying file contents; editing files; pattern searching;
evaluating expressions; logging messages; moving files between directories; sorting
data; executing command scripts; and accessing environment information.

e Real-time extension includes the application and operating system interfaces needed to
support those application domains requiring deterministic execution, processing, and
responsiveness. The extension defines the applications interface to basic system
services for input/output, file system access, and process management.

e System management includes capabilities to define and manage user resource
allocation and access (i.e., what resources are managed, and the classes of access
defined), configuration and performance management of devices, file systems,
administrative processes (job accounting), queues, machine/platform profiles,
authorization of resource usage, and system backup.

e Operating system security services specify the control of access to system data,
functions, hardware, and software resources by users and user processes.

Network services provide the capabilities and mechanisms to support distributed
applications requiring data access and applications interoperability in heterogeneous,
networked environments. These services include the following:

e Data communication includes API and protocol specifications for reliable, transparent,
end-to-end data transmission across communications networks.

e Transparent file access provides access to available files located anywhere in a
heterogeneous network.

e Computer support provides support for interoperability with systems based on other
operating systems, particularly computer operating systems, which may not be
formally specified in a national or international standard.

e Remote Procedure Call services include specifications for extending the local
procedure call to a distributed environment.

e Network security services include access, authentication, confidentiality, integrity, and
non-repudiation controls and management of communications between senders and
receivers of information in a network.

Security services provide capabilities and mechanisms to protect sensitive information and
treatments in the information system. The appropriate level of protection is determined based
upon the value of the information to the application end-users and the perception of threats to
it. These services include the following:

¢ Identification/authentication service confirms the identities of requesters for use of
information system resources. In addition, authentication can apply to providers of
data. The authentication service may occur at the initiation of a session or during a
session.

e Access control service prevents the unauthorized use of information system resources.
This service also prevents the use of a resource in an unauthorized way. This service
may be applied to various aspe