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This book is being published in 5 sections.

Part 1: Why read this book? Why is preserving digitally encoded
information important - but difficult.

Part2 : Fundamental ideas about preserving digitally encoded information

Part3: What to do and when to dq tb preserveligitally encoded
information

Part4: Adding Value and Exploiting Information
Part5: Evaluating claims about preserving digitally encoded information
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1 Introduction

Digital preservation is difficultMany of thereasonghis is so arevell known but othes
are less sorhis bookwill explainthese reasons atige ways in which these difficulties can
be overcome.

Someof the details may beifficult for some readerdHowever these details are
importantfor those whawish topreserveligitally encoded information of all kingdgaot just
digital equivalents of paper

Consider a motor mechanic working that your f
mechanialid not know the details of how a car works including details of the engine and
brakes. Similarlyyouwould not wish to fly in a plane for which the designer did not have
detailed knowledge of the appropriate topics which require working diligently through, and
mastering, very hard mathematical and engineering techniques. Even the pilot will need to
know a fair amount about the fundamentals of flight in ordere@al &vith emergencietack
of understanding such detaigdikely to be discovered fairly quickl{hrough mechanical
failuresleadng to deaths anthjuries. The speed of discovewill allow corrections to be
made to avoid further disasters.

Lack of understanding the realm of digital preservationight not be discovered so
quickly. It might be decades before failures are discovdretithe results could be
widespread andisastrous in terms acial, organisationabr personal reputatioar
finances The delayin discovery of the problem would mean that it is likely to be toottate
remedy the problembecause the missing information is likely to be irrecoveralide, the
interrelationship between digitally encoded informatioay cause lead to the damdmgeng
extremely widespread.

In order to offload the burdenn some perhaps mostaseghe responsibility is handed
over to a software vendor of servipmvider.The question then iBow can onaelectwhich
system to uselhe inevitable, but sad, truth is that those who wish to persuade you to use
their software or services will not point out the limitations of teggtems andhay even
mi sl ead you in terms of their systembs capab

This book will equip the reader with the mental tools, so to speak, to ask the key questions
which must be answered

The advantage of this approach is that cookbazhecklistsand lists of instructions
become out of date rather quickly as technology changes, and very often they are limited in
their scope.

The approach will be to start by describing some reasons why digital preservation is
importantand then working through, in a logical manner, how to preserve, using the OAIS
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Reference Modé] and building from there through the many challenges and opportunities
into which these concepts lead us.

The phrase fAdigitallygy eeeddedt hafotmahi ddi g
objectso because the focus throughout is on
Aithe bitso. The shorter fAdigital i nformati on
i nf or mat i enierce iri tbigbook.o n v

Some of the many reasons why digital preservation is important are described in@hapter
Numerous examplesf digital information are examined in considerable detail in chdpter

Some of the sections may need some persistentethe readerespecially for those who
are steeped in the document preservation world, but that persistence will be rewarded. Digital
documents are becoming more complex as links, apps, and other objects are embedded to
make documestmore useful, more updateable, and meerfriendly. These enhanced
documents will eventually arrive at libraries and archives for preservation, and someone
needs to be able to understand whaedto be done.

Challenges that we must confront when preserving the digitally encoded inforieuaion
described iater sectionsleading directly intdater sectionsexplaining why OAISs the
way it is and explaining what OAIS conformaraually requires. OAl8as recently been
updated; these updates, which are used in this, dkding themportant concept of
Authenticity, are described in later sections

1.1 Whyisthisbook different?

It will be noted that in this book the focusis on the detailsvhich will probably be unfamiliar
to most people interested in digital preservatiather than those things tlaat often talked
aboutin the library and archive worlduch aghe applications needed to accdssuments,
such asMS Word or Adobe PDFSuch digital documents would be considered to be
successfully preserved if, after anumber of years, they can be rendered, i.e. printed,or
displayed, for viewing by humans. Thisis analogougo paper documents being readable if the
paper is prevented from rotting away.

The view of digital preservatiom termsis too limited becauseas we will see in later
sectionsthere are much more complex types of digitally encoded information, which will

need to be preserved, but which are not normally simply printed out. Insteadthey are used in
other computer processes or combined with other information. Even Word and PDF are much
more complex than one may thirMoreover Word and PDF canontain or pointo, and
display, other rather complex objects |ligreadsheets and databases.

Most of us are used to a woildwhichc | i cki ng on a file fAautomagi
application to open which then displays that
at and read it. We do not think about whatn a ghiappéns behind the scenes to allow this to
happen.

Thi s 0 actuallyraligs onlots of clever software andonfiguration files whichiogether

make astonishingly good guessé®ut what we need to happdiese in turmely on a vast
army of software developers, some of whdmit as a paid joandothersdo it voluntarily.

! The OAIS standard may be downloaded for free from CCSDS at
https://public.ccsds.org/Pubs/650x0m3.add the same standard can be bought from ISO web site.
Other details are available fatp://www.iso16363.org/standards/idd 721 oais/
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What happens in future? One ndegide that it is safe to assumeltat Microsoft and Adobe
will take care of theircustomessn d ensur e t hat Buhcanthiveslyde c 0
relied on?

The approach in this bo@ims to be more general, as it needs to be because the digital
objects thaheed to be preserved are sonhple digital equivalents of paper

1.2 Background

This bookcollects and summarises knowledge gained from several decaslqseatnce
andresearch which can be summarized in the following way:

1 Creating and managing scientific archives
1 Creatingsoftware foranalysis angbreservation.

Theoretical work on digital preservation of all typesligfitally encoded information
resulted in the OAl®eference modeind its updateS.he author of this book leads the
working group which is responsible for writing and updating OadSvell as ISO 16363
ISO 16919 and several other standards

1 A number of EU—research projest

0 The theoretical solutions weassesseih the CASPAR project which used as
examples many objects in each of scientdfidfural,and contemporary
performing arts domains.

o The requirements of users were sought in PARSE.Insigtith conducted
probablythe largespossiblesurvey ofresearchergublishersand data
managerscross the world, across disciplines and backgrounds, to identify the
most widely held concerns in digital preservation. There were enough
responses to be sure of gpenerality of theonclusions because there was
significant agreement between groupslistiplinesand even groups across
countries.

o Specific challenges of linked data and ontologies were investigated in the
PRELIDA? project.

o The application of OAlI®oncepts to existing archives wamnductedn the
SCIDIP-ES project.

o Looking at the broader context of digital preservation, and in particular
identifying how to justify, control and provide funding for preservation was
undertaken in the APARSEIroject.

Restrictions in the way that Epfojects must be run, and the project structure
required by the EU, meant that | could not do everything | would have liked in the

* CASPARprojectd https://www.casparpreservesae@rchived web content
https://web.archive.org/web/20101209071123/http://www.casparpreserveneu:80/
https://web.archive.org/web/20220909120117/https://cordis.europa.eu/project/id/033572

*PARSE.Insighd https://cordis.europa.eu/project/id/223 &t archived web content
https://web.archive.org/web/20100710085843/http://wwwipsictd.eu/

“ PRELIDAroject¢ https://cordis.europa.eu/project/id/600663andarchived web content
https://web.archive.org/web/20141218044917/http://prelida.eu/

® SCIDIFEESprojectc https://cordis.europa.eu/project/id/28340Jandarchived web content
https://web.archive.org/web/20141023094942/http://www.scidips.eu/

¢ APARSEproject ¢ https://cordis.europa.eu/project/id/269977and
http://www.alliancepermanentaccess.or@nd archived web content
https://web.archive.org/web/20141218215959/http://www.alliancepermanentaccess.org/
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projects mentioned here. The limitations include the distribution of people involved,
the resource distribution, and the requirement for making claims of success. These
meant that the projects achieved less than they could have, and, in some areas less
than they claimed, especially in terms of future exploitation of results. Nevertheless,
the projects did achieve very useful results as described here.

{ Standards for the ISO Certification of archives (ISO 162688l 16919) were created,
and OAlSwas updated, based on the lessons learned.

This book originated in the PTA®Baining course for auditors and repository mandgers
but covers a much wider range of topigkich of this has beetlevelopedfter the
publication of the previous booRdvanced Digital Preservatidtalthough there is some
overlap There is a great deal of overlap with #alier sectionsf my bookThinking
Digital Preservatior?, but there have been some updateshat was irthat book A full list
of publications and presentatioofsthe authors available ahttp://www.giaretta.org/david
giaretta/publications/

| will apologisein advanceo the purists who insistthatn e s houl d use fAdat a
of 0 ¢ Becauseidata is/are plurahdve use@itheri d a t ar i & dadchaosing r e
whichevermphrase seemsore naturain the context

1.3 Limitations of this chapter

The mental tools, as will be explained in detail in subsequent chapters, will not patbviae
answers, but they should at least allow the reader to ask useful quastioesaluate
answers.

"1SO 16363related information is available fattp://www.iso16363.0rg

8 Seehttp://www.is016363.0rg/courses/outliofmodulesfor-5-day-high-levektraining-courseon
is016363for-auditorsandmanager®f-digital-repositories/

9 Advanced Digital Preservatidritp://link.springer.com/book/10.1007%2F93&42-168093
10 Thinking Digital Preservation (2022) sk#ps://www.amazon.co.uk/dp/BOBK39T9ZPA
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2 Why Is Digital Preservation
Important?

Resources, whether money, peopptdtware,or hardware are needed to preserve
digitally encoded informatianThese resources must be justified to those who provide those
resources. This chapter providegionales which may b&ppropriatefor your work right

NOW.

2.1 Whichdigital informatiorshould be preserved

Information exchange is vital to human civilization. Verbal communication is ephemeral
but can be repeated, and thereby retained, through human memory and furthetgperson
person communicatigmlthough there will be a risk of gradual chaonger theyears Many
of theseexchanges are of valu®r some reason or anothy,somepeople who will wish to
keepthem forsome periodvhich may bedays to years or mare

Drawings on walls persist for many tens of thousands of years. Documents written on
vellum have lasted for more than 1000 ye&aper documents and drawings can be left on a
shelfi as long as appropriate environmental controls are in plémehundreds of yeats
For the past few e c aidf@mmadion has beekept in a digital form.

Digitally encoded informatiorhowever is fragile”®. This will be discussed in more detail
in chapter, but a simple example will suffice. Words on a piece of paper will decay slowly,
unless the whole paper burns or is otherwise lost. The edgesromalyle,and pieces of ink
may be lost, yet the words will be readable. On the dtaed,loss of a single bit may be
catastrophié the document may not be readable by the normal softivaexhnology
changes, both hardwaaad softwargwill change over even a few years.

Despite these, and the other difficulties which will be explored later in this document, it is
important to preserve such information. The following sections provide some reasons why
this is the case.

2.2 Data we are sure will be needed in the future

There are many items of data which the creators know will be needed in the future,
whether in 5 years, 10 years, ¥#ars,or 500 yearsor more For example, the following
clearly must be preserved.

91 the records of how nuclear wastehich will remainradioactive ér tens of thousands of
years has been disposed ioby processing and buryinrgnust be kept, in case nemd
better methods of disposal are created,;

1 hitps://www.loc.gov/preservation/care/deterioratebrochure.html

2\Wieringa, M., 2017. The Fragility of Digital Media Content: On Preservation and Loss:
Sketching the Pilgrimage of Future Scholars to Recover Our Digital Vellunctions:
Graduate Journal of the Humanities, 2(2), pp387 DOL http://doi.org/10.33391/jgjh.33

13 See Heydegger, Volker. (2009). Just One Bit in a Million: On the Effects of Data
Corruption in Files. 5714. 31526. 10.1007/973-642-043468_31.
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1 formula and details of processes for creating pharmaceuticals must not be lost because
large future income streams depend ugbam

1 the personal digital images and recordings created by individuals are valuable to each of

those individuals, and to their families and descendants;

financial information;

contracts;

registrations of birthgjeathsand marriages;

registration of land ownership

medical records

evidencdrom criminal cases

All these and more, certainly must be preserved for decades or centuries. Some of these
objects will be physical, but here we are concerned with digital versions, eithedtigbah
or digitized.

2.3 Legal requirements

We restrict this overviewf legal requirementfor digital preservatiomo sectors which
are:

1 high economic value and/or growth of the sector
1 with a sophisticated IT infrastructure and
9 sizeable international markets activities

Much of the following is taken from The Iron Mountain summary of European document
retention guide (2013)and the APARSENProject®. We sed¢hose legatequirementsary
from country to country and even between US sthteserthelessye see that much
valuable information is legally required to be kept for many decades, and even longer.

The information identified in the following tables must be preserved for at least as long as
the retention period, if only to avoid fines or other legal punishment for failing in its
mandatoryduties

E e

2.3.1 Tax and Accountirngector

TAX and ACCOUNTING RECORDS AUT |BEL DEU DNK [ESP |FIN FRA

General obligation of taxpayers to provide (upon requ

of the tax inspector) all information that may be releva 7 7 6- 10v |10 6- 6
their tax position. , including all bookscordsand other y y 10y y y 10y y
data carriers.

A company is obliged to keep records of all delivery of
goods or services, all inttauropean Community
acquisitions, all imports and exports, and all other y
information relevant for VAT purposes.

7y 10y | 5y 10y | 6y |3y*

General obligation to keep at least the following recort

. L . . ; 7y | 7y |10y | 5y |10y | 6y | 3y*
(i) VAT invoices sent and received; (ii) documentation y| v Yoy Y oY 1oy

14 https://www.project
consult.deffiles/Iron%20Mountain%20Guide%202013%20European%20Retention%20Periods.pdf
15 See for example pp280 of APARSENdeliverable D11.6

http://www.alliancepermanentaccess.orgf@gmtent/uploads/sites/7/downloads/2015/02/APARSEN
RERD11 601-1 4.pdf
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related to supplies and acquisitions within the HiJ
documentation relating to goods imported from, and
exported toputside the EU.

Obligations to keep records and other data carriers re 10

to the ownership of real estate and rights relating ther: 22y | - - 10y 13y 13y ey
Taxpayers are obliged to have available all informatiol

thatdeals with intragroup price setting, so that the Tax 7 7 i 5 8 | 6- 3y
Authorities can check transfer and other conditions ag y y 18y |10y y
upon in intragroup transactions

Obligation to have administration showing the paymer 7 7- ) - 10 6- 3y
dividends, and thebligation to issue dividend notes. y 10y Yiioy %Y

Keep and administration as per the requirements set ¢

the General Customs Act, including bootex;ordsand

other data carriers. General obligation of taxpayers to

provide (upon request of the customs authority) all 3y | - - - |3y | S | 3y
information which may be relevant to them, including

making available all booksecordsand other data

carriers.

1-

Regional and municipal taxes v+ | S | S - |10y S 3y*

LEGEND: Black text: minimum retention period.

*. Recommended retention period. X: Retention prohibited. D: Duration of the contract or pa
P: For the entire duration of the company and/or permanently. R: As long as required for the
relevant purpose. S: Situation specific or too detailed forabygesof the summary and/or guide.

Table 1 Examples of retention periods fortax & accounting records in Europepart 1

TAX and ACCOUNTING RECORDS HUN |IRL |[ITA NLD |POL|ROU SWE UK

General obligation of taxpayers to provide (upon

request of the tax inspector) all information that 1 7 6 4- 7 5 5 7 1-
be relevant to their tax position. , including all y y 10y y ooy 10y y 6y
books,recordsand other data carriers.

A company is obliged tkeep records of all delivel

of goods or services, all intiauropean Communit 7 6
acquisitions, all imports and exports, and all othe y y
information relevant for VAT purposes.

10y | 7y | 5y |10y | 7y |6y

General obligation to keep at least the following

records: (i) VAT invoices sent and received; (ii)

documentation related to supplies and acquisitio| 7y | 6y |10y 7y |5y |10y | 7y |6y
within the EU (iii) documentation relating to gooc

imported from, and exported to, outside the EU.

Obligations to keep records and other data carrit
relating to the ownership of real estate and rights) - |D+6y 10y 9y | - |10y | - -
relating thereto.

Taxpayers are obliged to have available all 7y | 6y 4- >
information that deals witmtra-group price setting Sy
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so that the Tax Authorities can check transfer ar
other conditions agreed upon in irgeoup
transactions

Obligation to have administration showing the
payment of dividends, and the obligation to issu¢| - S |10y| - - |10y | - -
dividend notes.

Keep and administration as per the requirement:

out in the General Customs Act, including books
recordsand other data carriers. General obligatic

of taxpayers to provide (upon request of the cust| 7y | 3y 5
authority) all information which may be relevant 1 y
them, including making available all bookscords,

and other data carriers.

7y | 5y |10y | 5y |3y

4-
Sy
LEGEND: Black text: minimum retention periodLUE textmaximum retention period.

*. Recommended retention period. X: Retention prohibited. D: Duration of the contract or pa
P: For theentire duration of the company and/or permanently. R: As long as required for the
relevant purpose. S: Situation specific or too detailed for the scope of the summary and/or g

Regional and municipal taxes 7y S | by |10y | - -

Table 2 Examples of retention periods fortax & accounting records in Europe part 2

2.3.2 Culturaland Creative Sector

Subsectors | CulturalIndustriesMedia & Entertainment: Film & video, TV & Radio,
Video Games, Music, Books & Pre@aublishing)

Creative Industries: Design (fashion, graphic, interior, product designs
Heritage: Museums, Libraries, Archives & Archaeological sites

Other core arts: visual and performing arts

Compliance | 20-50Years for musigyrototypesand designs,

+100 for long tail é.g.,film, cultural heritage)

IPRs (copy rights and trademarks). Activities based on massive
reproduction

Challenges | Transition to the digital content era
Extract, combine and manage external and internal data

Manage a complex cooperation / collaboration environment with new
entrants and social media

How to provide valueadded services to potential customers (based on
content)

Maintain quality as a competitive advantage

Create dynamic and interactive experiences based on existent content
Revenues | Culturaland creative sector turnover
3.5% of the GNP of the E{2010)i cordis

Broadcasting: a317billion 2014
Spending in ICT 12%

10
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Globalbr oadcasting and cable TV in
billion in 2015 MarketLing, 27% market growth in 5 years. TV
advertising accounts for almost 48% of the overall market.

Supports tourism: European arrivals reached 500 million. Tourism dire
contributes, on average, 4.2% of GDP and 5.4% of employment (4.4%
5.7% for EUmembers) in 2010.

Other 5.8 million of people worked in this industry

3.8 % of EUworkforce (cordis)

Creative industries are dominated by SMEs, with migktEs and free
lancers representing 85% of all actors. SMEgcoi st wi t h 4
players especially in publishing.

The most important reason for publishers for DP: it will stimulate the
advancement of science. Even most (96%) of small publishers DP is
important. 84% of large and 55% of small publishers have a DP policy
70% of them (large + small) do not have DRlace®

Open to innovative ICT adoptions

Shortages in IT budgets; do more with less

Table 3 Examples of retention periods forcultural and creative sector

2.3.3 Energy and Utilities
Subsectors
Compliance | Permanent retentidnEnergy database and pesticides database

3-20Y Copies of waste management

30Y Documents containing audits on radioactivity and results measurg

10Y data regarding chemicals or environmentally dangerous substanc

10Y Metering database

Challenges | Regulation for utilities / energy industry continues to growth to improve
industry security and reduce risks

Market transparency and exchange of information regulation
Customer andegulators are looking for ways to reduce energy costs
Outage Prevention, Readiness, and Response is a major priority
IoT (Internet of Things) business value is yet to be seen

Capture the opportunity that represents HEM (Home Energy Managen
before other competitors

Sustainability is major concern for cities and citizens

Every record has both content and metadata for indexing, searching, g
formal auditability. For one company, there are typically

1,000 users and 6 million documentsiddtinct typesand sizes to be
managed on a daily basis regarding nuclear operations

Increasing need of interconnecting countries and grids increase energy
security and efficiency

Revenues | According to the World Nuclear Association, 435 nuclear reactors
exist in 30 countries and generate 14% of the globe's electricity

18 PARSE.InsighD3.4 P5/83
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Globally, demand for electricity is set to continue to grow faster than fg
any other final form of energy.

Demand expands by over 70% between 2010 and 2035, or 2.2% per y

average. In terms of electricity use, industry remains the largestsend

sector through 2035

The electricity sectords annual

3% of European GDP (Electricity without Borders a plan to make the

internal market work BRUEGEL BLUEPRINT SERIES, 2013.)
Demand & | To maintain safety, security, and compliaat@ower plants,

Others Management must have welbcumented and highly visible information

across the asset life cycle.

Photovoltaic and wind energy capaditgreasing

Table 4 Examples of retention periods forEnergy and utilities

2.3.4 Healthcare
Subsectors | Hospitals, medicalechnologyand devices
Compliance | Highly regulated
Patient lifetime
Hospital safetyecords i.e.,incidents) #10 years
Xray 30 years
Ultrasound recordse(g.,vascular, obstetric 20 years or 8 after death
PostmortemRegisters 30 years
Challenges | Dealing with cost pressures
Cope with more regulations
Providing services under staff shortages
Maintaining safety and quality of service
New Business Models Drive at least 50% of Healthcare IT Growth
Compliance will cost more than expected by players of the sector
Revenues | Public expenditure on healthcare in the F4% in 2030

UK £20 billion is exactly the extra money that the NHS will need every
year by 2020 to meet patient demand

Other IT spending: in western Europe were above 6% for 2014
Shortages in IT budgets; do more with less

Table 5 Examples of retention periods forHealthcare sector

2.3.5 Manufacturing

Subsectors | Automotive, Aerospace, Discrete manufacture (no automotive), chem
and process manufacturing, Food

Compliance | Highly regulated

+50 years for design

Automotive: +15 years for vehicles sold
Aerospace: +50 Y

7 http://www.hse.ie/eng/services/list/3/hospitals/ulh/staff/resources/pppgs/rm/recret2013.pdf
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Discrete manufacturing: 150 Y
Chemical and process manufacturing: safetp@§ears
Food: 130Y (safety)

Challenges | Create globally integrated value chaingr{tegration and discovery)
Enablement of connected operations

Move beyond automation, transform labour force into knowledge work

Decoupling of manufacturing and management functions in geograph
dispersed manufacturing companies

Move beyond automation, transform labour force into knowledge work
Increasing need of big data and analytics

Revenues 0271 B0O0LI i on
EU manufacturing 7.4 % growth (2010)
EU chemicals 10.2 % growth rate (2010)

EUchemicals trade 041.7 billion

Food & drink: 01,1127 billion (2

companies in Europe.

Aerospace: 026 billion worl dwid

Aut omoti ve: a780 billion, wi t h
Other ICTspending u541 billion

Gross value added of ICT in Europe almost 120 billion (2010)
Food: 4.25 million people employed in E&table to 2012)
Chemical: 1,19 million people employed in E2011)
Automotive: 2 million people directly employed (2011)
Shortages in IT budgets; do more with less

Table 6 Examples of retention periods forManufacturing sector

2.3.6 Medical records retention periods across Europe

Black text: minimum retention period. Blue text: maximum retention period.*:
Recommended retention period. x: Retention prohibited. D: Duration of the contract or
permit. P: For the entire duration of the company and/ or permanently. R: As long as required
for the relevant purpose. S: Situation specific or too detailed for the scope of the summary
and/or guide.

MEDICAL/ SAFETY RECORDS AUT|BEL ||DEU |DNK|ESP |[FIN||FRA
Medical (occupational health and safety company 15 P45
doctor) files; medical documents in cases of a medi(|30y 10 10y ||10y YIs |x
treatment contract y
Floor plans and directions - - - - R+5y R |5y

13



ESSENTIAL DIGITAL PRESERVATIONPART 1 Why is Digital Preservation important?

Work-related medical examinations related to hazar 30 P+5y

substances T |40y 40y |40y - X
List of employees who have worked under dangerol P45
conditions or whose health has otherwise been undy|- - - - R YiI- e
threat

Register of employees who work with 3rd and 4th || 10- 10-

category biological agents 30y D 10y 40y 40y| 10y

Lists/register of employees who have been exposeo

asbestos dust 40y |40y (40y |40y |40y 80y|P

Administration concerning measurements of radioad

substances Y i 20y - [P
. 30y Sy

Records of radiation - 30y 100y | 30y P

Medical recprd_s _oémplo_ye_es who have possibly beg| i 30y 30y |l30y |30yl

exposed to ionizing radiation

Registration of work and rest periods (in appropriate| 5 1 D+4y |2y

format) y y

Necessary data for emergency medical care, individ

reintegration plans, individual treatment agreements| 10y |D+4y

degree of incapacity for work, required workplace

adaptations

Table 7 Examples of retention periods for medical records in Europgart 1

MEDICAL/ SAFETY RECORDS HUN |IRL ITA NLD POL ROU SWE UK
Medical (occupational health and safety D+7 20

company doctor) files; medical documents|30y 40 Y p 15y 50 D - S
cases of a medical treatment contract y y

Floor plans and directions R P 10y R 2y 50y |- S

Work-related medical examinations relate:

hazardous substances 30y 40yP 'S 40y |50y 40y 10y 40y

List of employees who have worked unde
dangerous conditions or wholsealth has |50y |S 40y |40y |40y |40y |5-40y
otherwise been under threat

Register of employees who work with 3rd |

and 4th category biological agents 10-40y D+10y 10y 10y |40y 40y

Lists/register of employees who have bee

exposed to asbestos dust S0y 40y-P 40y 40y 40y 40y 40y 40y

Administration concerning measurements

radioactive substances S5 S D+10y 5y 3-5y 10y |- S

10y-

Records of radiation 5y |5y-P |10y |5y |30y |10y P
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Medical records of employees who have

possibly been exposeditmizing radiation S0y 1S 30y 30y 130y 40y 130y 5-40y

Registration of work and rest periods (in
appropriate format)

R 37y Ly 3y 3y 2-3y

Necessary data for emergency medical ce

individual reintegration plans, individual D+7y- 20-
treatment agreements, degree of incapaci P 50y
for work, required workplace adaptations

Table 8 Examples of retention periods for medical records in Europ@art 2

Seehttp://www.healthit.gov/sites/default/files/appapdfand
http://www.ncbi.nlm.nih.gov/pmc/articles/PMC2435263/

2.3.7 Medical records (USA examples)

State Medical doctors Hospitals

As long as may be necessary to trea

Alabama patient and for medical legal purposeg

5 years

Adult patients: 6 years after the last ||Adult patients: 6 years after the last date
date of services from the provider. ||services from the provider.

Minor patients: 6 years after the last||Minor patients: 6 years after the last datg
date of services from the provider, oljof services from the provider, or until
until patient reaches the age of 21 ||patient reaches the age of 21 whichever
whichever is longer longer.

Arizona

Adult patients: 7 years from the date
of the last patient encounter.

Minor patients: 7 years from date of ||30 years after the discharge or the final
last patient encounter or until the  |[treatment of the patient

patient reaches the age of 9, whiche

Massachuset

is longer
Adult patients: 6 years from the date of
discharge.

Adult patients: 6 years. Minor patients: 6 years from the date of

New York |[Minor patients: 6 years and until 1 ||discharge or 3 years after the patient rea
year after the minor reaches the age|18 years (i.e., until patient turns 21),

18 whichever is longer.

Deceased patientsAt least 6 years after
death

Table 9 Examples of retention periods for medical records in USA states

2.3.8 International Retention Periods for business records

1 Argentina i Under the Commercial Code certain accounting records (financial
statementdedgersand journals) required to be retained until closure of busines&@lus
years
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1 Belgiumi Under the law relative to accounting and the yearly accounts of enterprises, ac
- counting records / tax documentation required to be retaindd fpears

1 China1 Under Rules for the Implementation of the Law on the Administration of Tax
Collection, accounting records / tax documentation are required to be retaiaéd for
years

1 Czech Republici Under the Accounting Act, pension records and wage records
supporting pension benefits are required to be retainetDfgears

1 Germanyi Under the Commercial Code, certain accounting records are required to be
retained forlO years

1 Japani The Commercial Code requires accounting and certain other business tecords
be retained follO years

2.3.9 Court proceedingand legal evidence

The courts themselves, to whibheaches of any of the aboregjuirements might be
referred, are themselveseators and users of digitally encoded informatidre proceedings
and evidenceresented in such court cases help to form the basis on which precedémts and
appeals may be based and are therefore of critical impot@midividuals,companiesand
governments.

Yet proceeding¥ in courthave beema r k ed a s ,faRdthe @wdgneier coudt®
as ACriti c albhisyconEenndxdemds things tb which courts refeFor
example between 1996 and 2013 US Supreme Cpustices have cited materials found on
the Internet 555 times ... but half of the links in all Supreme Court opinions no longé?.work

Digital Forensic&' involving computers and mobile devicissincreasingly important in
court casesThis has been descrilféas follows:

The majority of crimes currently have a digital component, such that Governments and
the police are obliged by law to indefinitely hold digital evideéhaer a case6s hi s
Until the presentation of the digital evidence in Court, the evidence must be collected,
preservedand properly distributed.

It must be remembered that digital forensics requires more than just digital preservation
sincethe original hardwarandissues such as the contents of volatile memory come into
play, however the resultd such investigations must be preserved.

Some countries are taking realtion for example the Supreme Cooftindiahas
published itDIGITAL PRESERVATION Standard Operating Procedure (30P)is

81n the'Bit List' of Digitally Endangered Specie®PC,2024see
https://www.dpconline.org/digipres/champidigital-preservation/bitist/endangered/bitlisproceedingsn-
court

191n the'Bit List' of Digitally Endangered Specie®PC, 202 see
https://www.dpconline.org/digipres/champtdigital-preservation/bitist/critically-endangered/bitlisevidence
in-court

20DIGITAL PRESERVATION Standard Operating Procedure (SQI®)21,E-Committee, Supreme Court
of India, http://blogs.law.harvard.edu/futureoftheinternet/2013/09/22/perma/

2! Digital Evidence PreservatianDigital Forensicsseehttps://www.geeksforgeeks.org/digitavidence
preservatiordigital-forensics/

22 Molina, Fernando & Rodriguez, Glen. (2017). The preservation of digital evidenkcits admissibility in
the court. International Journal of Electronic Secuaityl Digital Forensics. 9. 1. 10.1504/IJESDF.2017.081749
https://www.researchgate.net/publication/312934498 The_ preservation of digital evidence and_its _admissibi
lity in_the_court

23 Seehttps://districts.ecourts.gov.in/sites/default/files/sop%20compressed 0.pdf
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document calls for ISO 163&®rtification (seéttp://www.iso16363.orgof the repositories
which it shows as:

150 16363 Trustworthy Digital Repository

Long Term Digital Preservation
sagdojouyaay x sjoor

Sustenance

Figure 1 Layers of ISO 16363Certified Trustworthy Digital Repository

India has25 High Courts and approximately 672 District Couttte SORproposes an
implementatbn shown inFigure2.

150 16363 Certified — TS
Disaster Trustworthy Digital Repasitery | [==| 1S
Site
[« il
G
Read Ancess High Court 1,
Corrollsd acoess
- L Lewl:
Socure Data Transfer ! Decrypied 5#_F> e s::m-é:.m
{Encryped]) through 0#line - ; and Disgactes Ucar
Storape Media / Metwork ___,/" Ia-lwanv-u [a} g
i _— £ 5
Ugland //. = ;i B ._\‘m o 'n -
/ _ Online Catalaging Metadata Entry / Checking / Approal -~
/ ’ : i N R
£ i ¥ g o
District Court 1.| | District Cowrt 2.| | District Court 3. District Court 4. District Court 5.
= s = T ey

Figure 2 Implementation model for Indian Courts

The SOP stresses thatical importance ofnteroperabilitybetween thdudicial Digital
Repositories (JDRgt meadatadata,and systems levels.

2.4 Just in case information is needed later

By 2025, the amount of data generated each day is expected to reach 463 exabytes
globally?*. Some of this data will certainly be very valuable, if only to avoid fines, in the
future. Of the rest, some will certaintpt be valuable and for others, one will not be sure

24 https://seedscientific.com/hemuchdatais-createdeveryday/
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one way or another, as is illustrated in the figure b&ow

The data pyramid - a hierarchy of rising value and permanence

Digital Data
Collections

Respositories/
Facilities

Societal

Reference, : Value . X National- and
nationally and Increasing e oo international-scale
internationally constituency 2 risk of loss respositories,

important, or damage libraries, archives
irreplaceable

data collections =) Community 5 Increasing

value Value responsibility “Regional”- scale
Cyclic Data libraries and
N\ Increasing targeted data
stability archives and
centers

Key research and
community data Inareasing
collections rust

Increasing

infrastructure

Personal data Private
collections respositories

Source: Adapted from Francine Berman, UC San Diego, in Communications of the ACM.
Figure 3 The data pyramid - a hierarchy of rising value and persistence

The problem is that it is difficult to know whether a specific piece of information will be
valuable in future.

What should be done?

The data we are certain will be valuable, we should preserve, while the data which is
certainly not valuable, we can disregard or delete. The data which are in the giiey area
where one is not sure about its valube sensible option would be to takepstéo preserve it
for some time, until its value becomes clear. Of course, one cannot leave things in limbo
forever, but on the other hand there is less pressure to delete digital objects, which may be
being stored on tape, than there would be to replagsiqal (paper) documents, which take
up shelf space which is much more difficult to extend.

Whereas paper may be left on a shelf until a decision is made, digital objects must be
actively preserved until a decision is made that it is not worth preserving.

2.5 Benefits of preserving data

Data takes many forms, including numbers and characters in tables, image§|eshh.
discipline specific file formats, as well as documents, publications, instrument designs, and
many others. What needs to be preserved is the information encoded in that data.

The preservation of each type brings its own set of benefits for a variety of stakeholders.

A useful example is spadmsed research involving satellites carrying scientific
instruments. Such missions cost vast amoumafey, their primary purpose is to gather
information, transntted to the ground in digital form. The cost effectiveness of the mission,
justifying the moneypent can be difficult to judge in financial terms. Howeaarumber of
measures are commonly used.

In a small number of cases a single vedfined result is all that will be produced, but that
is the exception.

The more usual case is that there will be some initial scientific results, often published by
Principal Investigators (PI), the team that developed the instrumentation. Publication of any
results from a Pl mission is often seen as 100% effectiveness fomngkion.

However there are many instances in which the data is useful long after it is initially
gathered. The most obvious case is long term monitoring, for example for Climate change

% Riding the Wave, 2010ttps://www.fosteropenscience.eu/sites/default/files/pdf/831.pdf
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studies, which may use data from méargsh sourcesspanning the longest possible time. In
othercasesdifferent aspects, and different combinations, of the data are taken from that
which was of interest to the PI, and other scientific papers are published well after those of
the PI. Further scientific studies may use the same data in still differseyg at later stages.

In the case of the International Ultraviolet Explorer (IUE), data is still osae@ thard0

years after it was initially obtained.

Measures of scientific effectiveness include:

1 the number of papers written using the mission datee could crudely argue that,
say, doubling the number of scientific papers based on data from a particular mission
would double the cost effectiveness of that mission.

1 the number of references to papers drawing conclusions from the missiemdata
single significant result on, for example the origin of the Universe, would be referred
to by many subsequent papers.

Certainly, the former can be greatly influenced by expenditure on information
exploitation. Information exploitation depends very heavily on making data accessible and
usable to as large an audience as possitdeever,this normally takes only a small portion
of the project budget.

One important aspect of space missions, with their extreme demands on reliability and
compactness is that of purppiming for, and providing skilled statb, industry. Even a
mission that fails on launch will have some measure of success on these grounds. A very
large portion of expenditure will go to industry in almost allcafds.e s ame i s true
sciencedo such as High Energy Physics.

Data from many satellites, particularly that to do with Earth Observation, have commercial
value. In many cases data gathered is unprocessed unless specifically rexjisestezipoint
in the future

Because research data is itself so diverse it is sensible to motestrict the types of
information being considered, indeed it has beerf&tiidto ne per sonods di gi t al
another personés digital treasur e

Following this line of thought, some preserved information aténact commercial
returns, for example attracting eyeballs for advertisements

Other benefits includgoumppriming for industry’, nationalprestigeand commercial
exploitation of the information being preserved.

The following sectioadiscusses the benefits of preservation from different viewpoints,

with relevant examples of types of informatitwenefits,and motivationsLater sections
discuss the exploitation of preserved information.

2.5.1 Stakeholders

It is worth looking atigital preservatiofirom the point of view of the various
stakeholders.

I Governments

26 Homeland SecuritiNews Wire 2013 ,seehttps://www.homelandsecuritynewswire.com/dr20136610
sociatmediaanalyticshelp-emergencyresponders

27 For example the Archiver project stated that its purposeWBEHIVER - Archiving and Preservation
for Research Environmentsvill introduce significant improvements in the area of archiving and digital
preservation services, supporting the IT requirements of European scientists and providoagrehdrchival
ard preservation services, casffective for data generated in the petabyte range with high, sustained ingest
rates, in the context of scientific research projéétseehttps://www.archiveiproject.eu/about
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o Information of strategic value must be preserved, for example underground
infrastructure such as pipes and communications conduits.

o Information of national pride must be preserved, such as data which has been
uniquely difficult to collect such as that from space missions.

o Information on which policies are based should be preserved, for example
historical land use and pollution, demographénds,or results of previous
policies.

1 Multinational organisations

o Multilateral agreements, such as precise locations of borders, must be preserved.
1 Citizens

o Information needed tbold the government to account must be preserved.

o Information of longterm interest to the public should be preserved.
1 Strategic Management and Funders

o Information is costly to create/gather; it should be preserved to ensure it is not lost
in order to ensure it does not have to be created/gathered again at similar cost.

o Information is valuable so preserving its usefulness allows more value to be
extracted.

o Some informatione.g.,measurements of climate, cannot bemated so must be
preserved for longitudinal studies.

o Some information is too costly to-oeeate so must be preserved.

0 Some information must be preserved for legal reasons.

o Digitally signed contracts for long term agreements must be preserved.

1 Tactical Management

o Information is fragile so steps must be taken to preserve it even over relatively
short timescales in order to allow time to make a decision as to whether to
preserve it over the longer term, or potentially forever.

1 Investors, concerned with increasing value
o Information is valuable as long as it is usable despite changes technology.

o Information can be combined together to become more valuable so preservation
must enable this.

2.6 Motivations for an individual the reader
Maslow?® wrote:

28 Maslow, A., 1943. A theory of human motivation. Psychological Review, 50(4), pi337.0
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filt is quite true that
man lives by bread
alon&d when there is no
bread. But what happens ferelty)
to manbés desires when creativity,

spontaneity,

there is plenty of bread problem solving,
. . lack of prejudice,
and When hlS be"y IS Self-actualization acceptance of facts
Chronlcally filled? self-esteem, confidence,
achievement, respect of others,
At once other (and Esteem respect by others

fihi g her o ) n el_oglb(zlofging emefr friendship, family, sexual intimacy
and t.hese.’ rather than security of: body, employment, resources,
physiological hungers,  safety morality, the family, health, property
dominate the organism.

And when these in turn  Physiological
are satisfied, again new

(and stil]l

needs emerge and so on.

Figure 4 Maslow's Hierarchy of Needs

This is what we mean by saying that the basic human needs are organized into a hierarchy

of relative prepotency
He then suggestedhgerarchy of needasillustrated inFigure4.

At thebase therarePhysiologicalNeedswhich are the physical requirements for human

survival. If these requirements are not met, the human body cannot fuprctpmerly andwill

ultimately fail. Physiological needs are thought to be the most important; they should be met

first.

For a digital preserver this may be interpreted as simply the neegé&acbe order to buy
food and sheltein otherwords,you maybe doing this simply as a job.

Safety Needs are next, which mayme in many formsicludingjob securityi.e., if this
digital informationis lost then | lose my jolDr perhap$or protection against unilateral
authority, for examplea Government can be held to accountoas) as thigigital
informationis preservedAlternatively, you might regard this as aisiurance policy.e., this
digital object should be kejptjust in casgthis was discussed previouskhe reason for
preserving might be as afsty net against accidents/illness and their adverse impacts
examplethis should bereservedecause ifi J o h n  r&tines the B@ne will know what

do. There is alsodar of the unknowin we are ot sure if this is worth preserving but just in

case similar to theprevious discussiorinformation preservation may also potentially
satisfy a needbr safety in a financial sendecause it coulde of commercial use.g.,it
might be displayed tattract eyeball$o justify charges for advertisingtes Preservation
may also be a safeguard such that preserving informationremépt legal problemdgor

example ifthere are legal requiremertskeep tlat information safe, as discussed previously.

Above this isLove and Belonging whichcan be satisfied, for examplgy maintaining
relationships with family, mentors, colleagues, confidabisbelonging toagroup offellow
digital preserversbuttheremaybe separatgroupse.g, librarians vs archivists vs data
curators On a morendividual level theras also the question @fhere dol comefrom? This

could lead ta need to seek quand preservdamily history foryouror y ourowhami | y 6

use using thadeas contained in this book

There is tha theneed forEsteemwhich may be satisfied in a number of wafgs
examplethere is a aed for respect from othefgerhaps related tigital preservation work

thatyou done which would bean incentive to do such work well, which this book will help

with. You can @monstrag competenceproficiency indigital preservatioioy writing
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researchpublicatiors, andreports which are cited by otherand perhaps more significantly
by ensuring that your archive ¢ertified as ISO 16368onformant.

At the top of thgpyramid is the need f@elf-Actualisation, which can involveseeking to
reach full potential, wishing to keep everything that may affectainatin order toshow
fi tese are my accomplishmeantandthe evidencés your ability to preserve digitally
encoded informatian

Another level can be added, nam8®ifTranscendence perhaps the most important
aspect motivating preservatiancludingpreservingnformationfor futuregenerationsfor
posterityThi s i s also |Iinked to the realisation

2.7 Horror Stories oinformation loss

US Supreme Court Between 1996 and 2013S Supreme Coujtistices have cited
materials found on the Internet 555 times ... but half of the links in all Supreme Court
opinions no longer work.

Global news use of social media is
becoming an important source of  *]
news ... bu study® showed that ~ _ |
11 per cent of the social media
content had disappeared within a v
year and 27 per cent within 2 year: ; m
(seeFigure5 from that study.
Even thewebsites of major

40

30

20

corporations that should know / e g

betterd including Adobe, IBM, "Lk P

and Intel 8 can be littered with o

broken links™.
Scientific data: one of the Figure 5 Percentage of content missing and archived fc

foundations of the scientific method the events as a function of tre

is the reproducibilityof results ... bu& survey? found the median lifespan of links in the
scientific literature was 9.3 years, and just 62% were archiveothersurvey® of 20-year

old studies shows that poor recordkeeping and inaccessible authors make 90 percent of raw
data impossible to find

It is difficult to find stories okignificant losses of digitally encoded informatimecause it
is difficult to obtain admissions of loss/failure because they are so embaritastinge
responsibleHowever the Atlas of Digital Damage¥ has managed to collect a number of
examples.

There are othestories which are less well founded but whégipear in several places
often repeated buttis difficult to find original sourcesandsome areanot actually as serious
asit appears.

29 http://blogs.law.harvard.edu/futureoftheinternet/2013/09/22/perma/

30 http://arxiv.org/abs/1209.3026

31 http://linktiger.com/brokedink-stats.php

32 http://journalistsresource.org/studies/society/internet/weliskang-bestpracticesmediaonline
publishers

33 hitp://www.smithsonianmag.com/sciencature/thevastmajority-of-raw-datafrom-old-scientific-
studiesmay-now-be-missing180948067/?ndast

34 SeeBarbaraSiermard Atlas of Digital Damageshttps://www.atlasofdigitaldamages.info/
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1) The story as reported many tim&s, is that agreat deal of th&)S 1960 decennial
census was lostobsolete computer technoloWT this report isapocryphal as
reported’ later.

2) The storywas that mich of the data from the Viking mission to Mars was thought to have
been lost BUT actually ithas been recover&d

It is always a good idea to check fgedates on any horror stdogcauseattempts may be
made at any time in the futute recovelinformation if there is sufficient intereskor
examplethedata from theSEASAT mission was considered lostowever,a resurgence of
interest inthe Earth Observation information fral®78in order to analysehanges over the
yearsby comparisorof SEASAT images witle.g.,more recent comparable ENVISAT
ASAR®image dataled torecreation of its software and reprocessing of the*tata

2.8 Disincentiveg reasonsagainst digital preservation

It is important to realise that although many of those reading this book will regard
preserving our digital heritage as selfident, nevertheless this is not universal opinam
described in the next stdections.

2.8.1 Avoidance ofegal,political,or criminalexposure

An organisation, or person, may be forced to reveal information theyfookkample by
Freedom of Informatidit requests, or a legal discovéty** process in the courts. Such
information may be embarrassingr worse. Thereforen argumentnay be made that it is
best if information shouldot bewritten down orcaptured®, %6, orbe destroyeds soon as
possible for examplausing“triple deleting” in which an email (or otherdigital object)is

35 http://andromeda.rutgers.edu/~govdocs/stayingdigital. pdf

36 https://www.atlasofdigitaldamages.info/stories/cedsueadus/

87 Adams, MO. and Brown,T.E., Myths and Realities About the 1960 Cens230Q
http://www.archives.gov/publications/prologue/2000/winter/186@sus.html

38 Seehttps://www.atlasofdigitaldamages.info/stories/vikilamderdata/

39 http://news.softpedia.com/news/Lagiking -ExplorerDataFinally-RecovereeB97746.shtml

40The Advanced Synthetic Aperture Radar (ASAR) instrument was an active radar setm@rdrihe
Envisat satellitesseehttps://earth.esa.int/eogateway/instruments/asar

41 SEASAT Data Processing Issues, 20h#ps://earth.esa.int/eogateway/documents/20142/37627/SeaSat
SAR-IPF-DataandProcessindssues.pdf

42\What is the Freedom of Informatia¥ct?, UK I nformation G@mmi ssioner 6s Of
https://ico.org.uk/foorganisations/quidé-freedomof-information/whatis-the-foi-act/

43 What iseDiscoveryhttps://www.aiim.org/whats-ediscovery

44 BrownstoneR., Avoiding eDiscovery Nightmares: 10 Ways CEOs Can Sleep E&zidsesMagazine
blog, 2011 https://www.forbes.com/sites/ciocentral/2011/06/15/avoigidiscoverynightmaresl 0-waysceos
cansleepeasier/

4 The chilling effect of the Freedom of Informatiéct 2000: How real is it?2012,

https://www.kingsleynapley.co.uk/insights/newstttelling-effectof-the-freedomof-informationact 2000
howreatis-it

46 Graham, C.Freedom of Informatiarthis scaremongering leads to nothing but misinformatios
Guardian, 2012yttps://www.theguardian.com/politics/2012/feb/19/freedafrinformationscaremongering
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https://www.forbes.com/sites/ciocentral/2011/06/15/avoiding-ediscovery-nightmares-10-ways-ceos-can-sleep-easier/
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moved to the computer system's "deleted"” folder, erased from the folder itself, and then
manually deleted frorthebackup systeft, 48, or access made diffict °°.

2.8.2 Costs

As timepasses more and more digitally encoded informas@tcumulated. It is
therefore possible that the costs increase over time, yet experience tells us that the budget
available for a preservation organisation usually does not. The following picture might
therefore be projected to be the case

a0

a0

Budget available

Cost of preservatson

Al
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1 2 3 4 5 6 7 8 9 1001112213 14151617 18 19 20

Figure 6 Money disincentivesi if the annual cost of preservation of the accumulated data increases
over time

If this is the projection then no responsible body would find it acceptable; a decision
would have to be taken not to preserve everythingperhaps not to preserve anything. The
focus here is on how we could try to control the costs so that eitherajbie of preservation
costs is level rather thancreasing ofs increasing only slowly so that the crosspant is
acceptably far into the future.

It is very hard to model the costs of digital preservati®d and even more difficult to
evaluate possible benefits. Howevuiers worth discussing at least some of the costs at this
point to illustrate the point.

47 Report finds culture of "triplelelete” in B.C.. (n.d>The Free Library(2014). Retrieved Sep 18022,
from https://www.thefreelibrary.com/Report+finds+culture+of+%27 %2 2trgdéete%27%22+in+B.C.
a0457975535

48 Proctor, J., CBS News, 201&itps://www.cbc.ca/news/canada/britisblumbia/tripledeleteemailreport
callsfor-penaltiesfor-foi-evadersl.3367880

4 Roberts, A.SLess Government, More Secrecy: Reinvention and the Weakening of Freedom of
InformationLaw, Public Administration Revienwduly/August 2000, Vol. 60, N4.

50 Hood, C.,What happens when transparency meets blavoidance?2007, see
https://doi.org/10.1080/14719030701340275

51 PADI web site with collection of information about costs of digital preservation
https://webarchive.nla.gov.au/awa/20110824015945/http://pandora.nla.gov.au/pan/10691/20110824
1153/www.nla.gov.au/padi/topics/5.html

52 Shehab, Essam & Lefort, Alice & Badawy, Mohamed & Baguley, Paul & Turner, Chris & Wilson,
Michael & Conway, Esther. (2013). MODELLING LONG TERM DIGITAL PRESERVATION COSTS: A
SCIENTIFIC DATA CASE STUDY. 10.13140/2.1.3837.5687.
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One of the simplest costs which one may try to estimate is that of storage. The argument
sometimes used is that the cost of a unit of storage reduees dy a ¢ éachttechiialogy
cycle(tcyears) for exampl8 years. Suppose that the initial cost is £X. If at each cycle one
buys new hardwarthen one spend3X/rintcy e a r s, 8X/riafteneefurthet. years, and
so on.Thereforepne would spend

EX + EXIr+ EXIP+ EXIP+ £ XIM=EX(r-1/M/(r-1)a f t er fwhich, aftgrc | e s
several cycles is essentiaBly(r)/(r-1) assuming r>1 For exampleif r=3 then the total cost
overthree or moreycleswould beessentiallyl.5*X.

Figure7 shows how the multiplier approachesfinal valueafter 3 or 4 cycles.
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Figure 7 Change of multiplier over time (n) for different reduction factors (r)

Thus,one can argue that the hardwaeost is at least controlled.

However,eachcycle for example3 year$ the amount of data may easily have increased by,
say, a factor ofn, thus the cost keeping all the data woulddfeer a few cycles

Period | [Period ] |Period ?

X +XIr +XIr2 |+ = |XI(r-1)
m*X/r |[+m*X/ 2|+ = [(m/r)*r<X/(r-1)
m>*X/ 3+, |=  [(m/r)ZrsX/(r-1)
+ e

Total (1+(m/r)+(m/rf+(m/r)®é . *FX /(r-1)
which is
[(e/m)/((r/m)-L)]*r*X/(r -1) assuming r>r|

Table 10 Cost tablei final value depending on

One can see that there is a real danger that the growth of data volumes may easily swamp the
cost savings introduced by new technologies | e s s fi mo iiesunléseteedactorh an A r
(m) by whichthe data grows in a certain periodass than the factdr) by which the cost of

the storagelecreasesFor exampleif r=4 and m=2 then the total cost over very many years

would be£8*X/3. Table11 shows the value of the multiplier for values of r from 1 to 10, and

for values ofm from 1 to 10, for 1@ycles.When m is greater than r tsembecomes very

large When m=r the value is just tmeimber of cyclesso the value grows linearly.
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b

m

@ 1 2 3 4 5 6 7 8 9 10
1 10.00 2.00 1.50 1.33 1.25 1.20 1.17 1.14 1.12 111
2 1023.00 10.00 2.95 2.00 1.67 1.50 1.40 1.33 1.29 1.25
3 29524.00 113.33 10.00 3.77 2.48 2.00 1.75 1.60 1.50 1.43
4 349525.00 1023.00 50.27 10.00 4.46 2.95 2.32 2.00 1.80 1.67

5 2441406.00 6357.16  246.57 33.25 10.00 5.03 3.38 2.64 2.24 2.00
6 12093235.00 29524.00 1023.00 113.33 25.96 10.00 5.50 3.77 2.95 2.48
7 47079208.00 110341.49 3587.06 357.8% 69.81 22.03 10.00 5.90 4.14 3.24
8 153391689.00 349525.00 10909.75 1023.00 181.59 50.27 19.61 10.00 6.23 4.46
9 435848050.00 972874.83 29524.00 2659.41 445.06 113.33 39.70 17.98 10.00 6.51
0

10 1111111111.00 2441406.00 72578.52 6357.16 1023.00 246.57 80.27 33.25 16.81 10.00

Table 11 Multiplier for various m and r values for 10 cycles

However this covers only the cost of preserving the;lthie cost of personnghe cost of
preserving the informatiohavebeen left out of the calculatiohsit may be estimated
grow linearlyover timeif no new types of datare addedin the simplest case whea# the
data isof the same typehe preservation activities will apply to &tleholdings In later
sectionsve will see that there are three basic preservation activities:

0 adding Representation Informatiopalsto bedone just one, to apply
automaticallyto every objectbut in any case this would naappen every cycje
o transformations wilfequirecomputational effort whickcales with the volume of
datg which growsby a factorm with each cyclebutthere are mitigating factors:
- one might expect the cost of each computation wdatdeasdy a
constamfactor each cyclegducingthe growth of cost withime;
- transformations would not be expected to happen every;cycle
o handover t@nother repository requiresthe creation of AIPs which could be
expensivdak o0 create but would happen just onc
custodianship.

More complex modelling is available based on cost data from real, anonymised,
archive$®. However thosecost models which are available omit the cost of maintaining
understandability, which could be labour intenshvarge repositorieare accumulating
experience in coshodelling,and one would expect updated repdrts

As a warning, | worked oane of theseost modelling project&vhich | will not name)so
it is my experiencéhat ®me cost models seem to have been developed as a way to justify a
specificamountof money, which is known to bevailable for an archive (perhaps with some
excesdgo allowfundersto cut without harming the projedhus keeping all sides haghy

TheBlue-RibbonTask Force on Sustainable Preservation and Atdess looked at the
broader view and identifies the fact thad¢cause¢he future is uncertain it is difficult to be

3 Fontaine K, Hunolt G, Booth A, Banks M (2007) Observations on Cost Modelling and
Performance Measurement of Lemigrm Archives. Presented at PV 2007, Germamwgilable from
http://www.pv2007.dIr.de/Papers/Fontaine _CostModelObservations.pdf

54 Biscarat, C., Boccali, T., et al, 20R&w developments in costodellingfor the LHC
computng, from https://www.epj
conferences.org/articles/epjconf/pdf/2020/21/epjconf chep2020_03014.pdf

% NSF Blue Ribbon Task Force on Sustainable Digital Preservation and Access. Web site
http://brtf.sdsc.edu/
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sure whether some object is worth preseryvihgreforeoneshouldeffectively purchase
Afuture optionso wicornitmentaswesdussedgn secti@d.i ndef i ni t

2.9 Limitations of this chapter

There are many reasons to presebvg what this chapter does not discusshat is an
essential determinant as to whether something is preserved namaly,how to secure that
funding, but this is discussdd the next chapter
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3 Generating funding for preservation

3.1 Business Models for Digifateservation

Section0 provided easons why digitally encoded informatisimould be preserve8ome,
such asdgal requirementsvill attract appropriate fundingtherwise there will be dire
consequence®thersets of informatiorcan be exploited commerciallfor example to
attract eyeballs tadvertisements/alue-added servicemay be provided using the preserved
information for example combiningistorical weather records withformation about crops
andharvestyield may be valuable to farmers.

Any particular exploitation route, or legal requirementay only be applicabli®r a
limited period, after which that specific business model will fail.

Another route mughenbesought, othe surplus fronthe exploitation of some other
holdingmust be usedAs sectior2.8.2suggests, the cost of storage fa thgital objects is
likely to fall.

The APARSENproject examined many aspects of digital preservation, including the way
in which value may be generated to fund preservation, illustratéidume8.
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Figure 8 APARSEN digital preservation value lifecycle

The activities may be summarised as followmte that there are several forward
referencego chapters later on in this badkutbecause we are discussing these at a high
level, the details can bBeoked at later

- Preserve the object by a variety of qubcesses
0 Ingestselected informatigrbased on the considerations of Chafter
o Storei discussed in sectiohl
o Plan preservation, including identifying the designated community (ideally
this should be done at the earliest opportunitertainly before the creation
of the digital objects, if we want to secure the best conditions for future usage
and we must secueeproper value justification to secure financial resources
flows)
0 The basic preservation steps to counter changdsaaexplained iim later
sections
A create adequate Representation Informdtotthe Designated
Communityand/or
A transform to another file format if necessary or
A if preservation cannot be carried on by the current organisation then
hand over to the next organisation in the chain of preservation
o Evidence about the authenticitythe digital objects must also be maintained,
especially when the objects are transformed or handed over
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o Confirmation of the quality of preservation can come from an Audit of the
repository (with possible certification)

- Usability - discussed in detail ilater sections

o Digital objects and digital collections should remain usalde,one (human
or artificial agent) should be able to understand and use the digital material.
This is closely related to task performability. Various tasks can be identified
and layered, e.grendering (for images), compiling and running (for
software), getting the provenance and context (for datasets), etc. In every case
task performability has various prerequisitesg(,operating system, tools,
software libraries, parameters, represeomainformation etc.). These
prerequisites are termed Representation Informati@AIS, and the
minimum amount of Representation Information needed is determined by the
definition of the Designated Community
0 Additional Representation Informationay be created to enable a broader set
of users to use and understand the digitally encoded information
A Other communities may use different analysisls,and it may be
convenient to transform the digital object to a more convenient format.
This will itself require its own Representation Informat{&eplinfo);
the semantic Repinfo may bhechangedbut new structural Replinfo
will certainly be needed.
o The digital objects should also be discoverable in some sensiblie vesaring
in mind that some information will be publicly available whereas other
information will be restricted.

- Value propositiori building on the discussions atapter0. The portfolio of Value
propositions wil/ provide the core of the
coll ection and who would be willing to pa

o0 Value propositions must be created by the identification, classification and
guantification of the expected benefits which may be obtained by the targeted
communities of customers and users from the continuous usage of the
preserved objects, which in tudepends on the needs of the users and the
usability conditions created for such preserved objects

o the digital objects will probably be more useful to one type of user community
than to another, and this may change over time. These differences and changes
must be addressed by a portfolio of Value propositions (as well as by the
design and implementatiaf adequate business modetd)apter

o rights may be associated with the digital objects, perhaps arising from the
value or potential value of the object. These rights can generate revenue, and
the revenue generation in turn depends on the business model used.

- Business caskbuilding on the discussions in chap@er

o There is an increasing demand from decision makers to justify: (1) the need
for objects to be preserved, (2) the benefits derived of their usage, (3) the costs
involved in the preservation, as well as (4) other resources required for
preservation

0 One or more business models will address its implementation

o There will almost certainly be options for tradis between costsisks,and
capabilities

- Business model

0 The business model lays out the business logichog the value proposition
is consistently delivered to the beneficiaries.
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o Decisions about the mix of sources providing the financial resources required
for implementing and operating the preservation business process will be
based on the characteristics of the users and customers base (the target
groups), the competition in theeovision of the preserved assets as well as in
the nature and dynamics of the formulated business case.

0 The resources may be used at the very start to create new digital objects,
which will presumably have been created for a spepififposeand which
then may be either disposed of or be preserved.

0 A selection process will be needed to decide what is to be preserved. This will
presumably be based on business case and risk considerations. It may also
depend on the interest of other possible curators of the information.

o This financial resourcing may be (perhaps should be) part of the budgets
needed to create the digital objects. Howgseme or all of the digital objects
created may be disposed of rather than preserved.

3.2 Limitations of this chapter

This chapterhas presented a way of looking fairly generally at justifying/generating the
funding needed for preservatidmutthe specific benefits and business cases and models will
vary enormously from one instance to anatfi&eywill depend upon the particular
opportunities which present themselvegether withthe imagination and tenacity of the
reader
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4 Diving into the BITS In question

This chapter explores why it is difficult to preserve information which is encoded in digital
objects.In order to do thisone must look & selection ofligital objects starting at the bit
level showing how these bitsustbe taken togethean order to eventually benderstood.
Enroute it will become clear that there are many i pegmedo notnormally consider
simply becausef thesupport oftenbehind the scenes and therefore effectivelisible, of
software which is commonly available.

4.1 Keeping the bits safe

The obvious point to be made is that one cannot normally see the bits and bytes. One
normally need special hardwarsoftware, which can become unavailatblewever this is
not always the case.

Bits can be kept odiverse typesf media Forexamplec onsi der t he #fAlos ar
be carved in stonkeasily viewabldor the next thousand yeaend so at least in this case
one can see the bitSimilarly, one could printthd 1 6 s  aongapér Ordilsiwhich can
last for many decades

Sometimes what ongan see and mafiink are the bits may not b€onsideian old
fashioned CBROM®®. There are (rdwritable CBROMs but a masproduced CEROM is
made by stamping small pits into a round plastic blank.

With a microscope one can see something like the imagmEs
in Figure9. But even though ongeedittle pits in the i
material, these are not the bits. There is a great deal of e
correctiolt’ so that errors in the pits are correctedaking
theraw signal from the pitén the diskand processing it
theelectronics to produce the actual bits.

The technology of the hardwaaed software of the
readers changes, sometimes very quickly.

There are many types of media which still exist but for
which the readers are obsoRétenot repairable or simply
not available. Hardware often requires firmware in order to work correctly. Sofisvaliso
needed to get something that can be processed.

Because one is normally so far removed from the bits, another question is how one can tell
that the bits have not been chang&sinoted above, the underlying physical structure,
whether pits on a plastic disk or magnetic domains or the state of an electronic switch, can
have errors and the redundant Abitso are add
(hardwardirmware/software) can use to correct certain types of errors automatically, before
they are presented to a user. A special case is where disks are combined sy&&iis in
which the redundant bits are spread between multiple disks.

Figure 9 CD-ROM showing data
pits

56 Seehttps://www.britannica.com/technology/GROM

57 https://www.irishtimes.com/news/science/hifigtelity -how-the-soundof-cdsstayserrorfree-
1.2362987

8 The museum of obsolete mediitips://obsoletemedia.org/
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But what happens if an error occurs which cannot be corrected, or even worse, cannot be
detected automatically? What happens if the bits have been altered by some outside agency?

Should we worry about such things? A detailed report was written some yezrbl#go
which provides a valuable collection of ideas.

The rate of uncorrectable bit errpper transmission or over a certain tinsetiny (figures
of 10%%or smaller) but if the number of bits is large then the likelihood of silent errors
occurring will be large. At the time of writing people think little of filling a 1TB disk whether
attached to their computer or cetificomojecs HAfreeod
talk in terms of needed to store 10s, perhaps 100s of Petébyetabyte i€, which is
about10™ bytes) with larger size§ Exabyte(2°), Zettabyte(27%) andYottabyte(28°) -
being discusse®everal commercial systefisire availablavhich can cope with many 100s
of Petabytes andancertainlyscale further..

A way to detect whether a digital object has changed is to keep several copies and then do
bit for bit comparisons. If they are all different from each other then we are in trouble but if
one can find a majority which are the same then the odd one othdraged and must be
corrected by replacing it by one of the good obj e
say N copies) and doinghat-by-bit comparison between them all, which would need N(N
1)/2 comparisons, which is very expensive.

The commonly used alternative is to calculate a fastine digital object. A hash is fixed
length digital object which is calculated by applying an algorithm to the digital object of
interest. The point is th&t

The same message always results in the same ldastily it should also have the
following properties:
0 itis quick to compute the hashlue for any given message
o itisinfeasible to generate a message that yields a givenvadish (.e.,to
reverse the process that generated the given hash value)
o itisinfeasible to find two different messages with the samevadsh
o asmall change to a message should change thevadish so extensively that
a new hash value appears uncorrelated with the old hash value

There are several different ways to calculate a,lemth one results in a different hash
valué®.

Having chosen one specific haalgorithm one then calculates the hash for the digital
object and keeps that hash value very safe. Then in the future one can recalculate the hash
and if this value is identical with the one which we have kept safe then one be pretty sure that
the digitalobject has not changed. Of course, there is a chance that, by accident two different
objects will have the same hash, simply because there are only 4,294,967,296 different values
of a hash with 32 bits. If we calculate hashes for more than 10 billiootspilkeen there is a
very good chance that two of the hashes will be the s@nasefore, one normally calculates
multiple hashes, each with a different algorithm, in order to reduce the chance of anferror
any of the recalculated hashes are different then the object must have changed.

9 Rosenthal, D.S.H2010 Keepingits Safe: How Hard Can Be?available from
https://queue.acm.org/detail.cfm?id=1866298

0 For example, see LABDRIVE from Libnovstps://docs.libnova.com/labdriyend in particular
https://docs.libnova.com/labdrive/concepts/architecture#storage

61 Seehttps://en.wikipedia.org/wiki/Cryptographic hastnction

62 Kiao, U, Probability of Collision in Hash Functiqrseehttps://iq.opengenus.org/probabitibf-
collisior-in-hasH
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To keep a hastalue safe is therefore very important. It is just another digital object but
since it is much smaller than the object for which the hash was created, a very large number
of copies can be kept, as described above. The hash could even be printed iraparewsp
advertisemenr it could be carved in stone! Alternatively, a hash of multiple hashes could
be calculated, and that final hash could be sived

The hashes would need to be calculated periodically because changes/bit rot/corruption of
a digital object could happen at any tirfiae practicalities of calculating hashezs be
challenging and costlyjn terms of the computing power needegen the number and
volume of objects are hug€loud providersnable the computesources to be available
only when neededvhich is made easier by software such as Kubefife®setime taken to
calculatethe full set ofhashes willimit thefrequency ofe-calculatingthe hashes

If a digital object is found to have changed, if that is the only copy then we have then we
are in trouble, because there is no way to go backwards from thieohasbnstruct the
digital object. Therefore, one would need to have kept at least one other copy and hope that
that has not changed. Three or more copies would be Bafee recalculates the hashes very
infrequently then one should have more copies because there is a greater risk of random
changes the longer time passes.

On the other hand, purposeful corruption may affect all copies simultaneously. This may
seem ridiculous but if the bits are valuable to a large company or even a nation, then vast
resources could be devoted to that purposeful corruption.

4.2 What do the bits mean?

Perhaps theeader has never bothered to look at the bits inside a digital olydut
would you?

In this section | hope to persuade you that it is an important part of your mental toolkit for
thinking about digital preservation.

Well, it is true that one can drive a car without knowing how the vehicle works. But what
happens when it breaks down. Someone needs to know how to fix b aludthat someone
needs to know how it works. In the case of a car, one could simply dump it and get another
one.

But if we are thinking about digital preservation then in the future if one cannot
understand the digital object there is no analogyuying anew car! In other words, if the
reades intend to preserve digitally encoded informatibanthey must understand what is
Aunder the hoodo of digital objects.

A simple example is the following sequence of bits:

01000001 010101

What does it mean? If we have spent a great deal of effort keeping this safe for perhaps
centuries but we dondét know what it means or
task of preserving the digitally encoded information

¢ Smorul, M., Song, S., JaJa, J.,2009, ACE: a Novel SoftRiatéorm to Ensure thieong-Term
Integrity of Digital Archives, available from
https://library.imaging.org/admin/apis/public/api/sandbox/website/downloadArticle/archiving/4/1/art0
0022

64 Kubernetes, also known as K8s, is an epearce system for automating deployment, scaling,
and management of containerized applicationshgge://kubernetes.io/
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On the othehand,if we are told that this is encodedirbit ASCII, and we have the
following table, perhaps on a piece of paper, or carved in stone or etched on a titanium sheet,
we have a chance as will be described next.

BIN HEX Symbol BIN HEX Symbol BIN HEX Symbol BIN HEX Symbol

0000000 1] NUL 0100000 20 00000 1100000 60

0000001 1 SOH 0100001 21 ! 000001 41 Al 1100001 61 a
ooooolo 2 STX 0100010 22 " ooooT s B 1100010 62 b
0000011 3 ETX 0100011 23 # 1000011 43 C 1100011 63 C
0000100 4 EOT 0100100| 24 5 1000100 44 D 1100100 04 d
0000101 5 ENQ 0100101 25 o 1000101 45 E 1100101 65 e
0000110] 6 ACK 0100110 26 & 1000110 46 F 1100110 66 f
0000111 7 BEL 0100111 27 ) 1000111 47 G 1100111 67 1]
0001000| 8 BS 0101000| 238 ( 1001000 48 H 1101000 68 h
0001001 9 HT 0101001 29 ) 1001001 49 I 1101001 69 i
0001010 DA LF 0101010 2A = 1001010 4A ] 1101010 6A i
0001011 OB VT 0101011 2B + 1001011 4B K 1101011 6B k
0001100 OC FF 0101100 2C 2 1001100 4C L 1101100 6C 1
0001101 OD CR 0101101 2D = 1001101 4D M 1101101 6D m
0001110| 0E S0 0101110 2E - 1001110 4E N 1101110 6E n
0001111 OF SI 0101111 2F / 1001111 4F 0 1101111 6F o
ooloood 10 DLE 0110000 30 0 1010000 50 P 1110000 70 p
0010001 11 DC1 0110001 31 1 1010001 51 Q 1110001 71 q
0010010 12 DC2 0110010 32 2 1010010 52 R 1110010 72 r
0010011 13 DC3 0110011 33 3 NN R e — m— S 1110011 73 s
0010100 14 DC4 0110100 34 4 € 1010100 54 T 1110100 74 t
0010101 15 NAK 0110101 35 5 TUTO T ——llmm—— 1110101 75 u
0010110] 16 SYN 0110110] 36 [ 1010110 56 \ 1110110 76 )
oo10111] 17 ETB 0110111 37 7 1010111 57 W 1110111 77 w
0011000| 18 CAN 0111000 38 8 1011000 58 X 1111000 78 X
0011001 19 EM 0111001 30 9 1011001 50 Y 1111001 79 ¥
0011010| 1A SuB 0111010 3A g 1011010 S5A z 1111010 7A z
0011011 1B ESC 0111011 3B 2 1011011 5B [ 1111011 7B {
0011100| 1C FS 0111100 3C < 1011100 5C \ 1111100 7C

0011101 1D GS 0111101 3D = 1011101 5D 1 1111101 7D ¥
0011110 1E RS 0111110 3E > 1011110 SE ~ 1111110 7E ~
0011111 1F us 0111111 3F ? 1011111 5F _ 1111111 7F

Figure 10 7-bit ASCII codes- binary/hexadecimal/character

I n a Abyted there are 8 bits. Hteries weOa,r ebd
t hat i s not shown; t here wil/l be anot her tab
but we donot need to | ook at t hose now.

In this diagram the 128 different characters are shown here in 4 groups each of 3 columns.
The column labelled BIN shows the 7 bits used in the encoding.

The column labelled HEX shows a convenient way of showing that bit sequence. The 8
bits are split into 2 groups of 4 (rememberi
can present 16 different vales (hence the naexadecima). These are shown as
0,1,2,3,4,5,6,7,8,9,A,B,C,D,E,F

Any sequence of BYTES is a sequencei of BIl TS
and this can be written in a short formin HES6,f or exampl e you see t ha
divided as A01000 and A00010, which in hexad

A41060, which makes it much easier to read and
INnASCllhexadeci mal 410 represents symbol AAO,
Similarly, BI'TS A010101000 is HEX 54 which
Therefore, given the code table weiknow t has

clearly we can decode the remaining characters in the same way and get the full text.
Let us look next at the following bit sequence
01001110 01001101 01010001 0100102010000 01001010 00100000 0010000

These bits are written in HEX as
4e 4d 51 4d 50 4a 20 20
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which makes it .much easier to fAread
If this is something encoded in ASEilthen it would represent:
NMQMPJ

There are many possible encodings, for example the IEEEri®ting for32-bit real
numbers, in which case the bits would represent the following two real numbers:

8.6116461*16 and 1.35644119*16
It could also represent twR?-bit integers:
164211241 and 168379396
There are many, many, other possible encodings. Each bineay something different.

Forexamplei f the first bit is filo may mean ndMake
may mean fiTurn the kettle on and make some t
mil k i f the first bit i s lwokdsithereandycbe thhamyno n i f

dependencies such that the meaning of the bits changes depending on the other bits.

In fact, | know thatin this specific cas¢he answer iINMQMPJi because | know the
encoding is #it ASCIl and themeaning thesemantics- are that this was my flight
reference some yeaago andvas quite important for me at that time.

Here is another example with some scientific ddtaw it is encoded does not mafteas
we have seen there are many different encodings possible. What we know is that the bits
represent the following text.

longitude latitude  Ozone Date

132 50 34.9 12/03/1999T17:20:43
178 50 45 12/03/1999T19:37:52
190 50 78 12/03/1999T21:16:23

Table 12 Example table

We want to focus here on semantid#e can see that the data is basically a table with
columnsi we can see the names of tedumns. But what do they mean? We consider each
column in turn.

latitude/longitude T taken as a pair we can guess that thisgaMecation and looks as if
t he wuni t s. Butisdt lafiiude/gngitade en EARTH? Or is it VENUS? or the
MOON? Infact, it is data about the Earthbut it need not have beeflso, there are other
latitude/longitude$ for example MAGNETIC

Next theOZONE column. Is it a measurement like the density of Ozone at a point
somewhere above the location? Or it coulgbategration of all the Ozone along the line of
sight. Or it might not have anything to do with the gas called Ozone, instead it might be an
acronym for something entirely different.

Finally, TIME i what time zone? daylight saving? Does 12/03/1999 memMa2ch
1999, as a European would think, or is'#t3ecember 1999, as it would be understood in the
USA? There are many other possibilitiefjnementsand questions we could gato.

However, this brief view shows that, even if all the things are common knowledge to the
creators of the table, in the future it will not be obvious, and indeed the table will be
essentially useless without knowing the semamtés®ciated with the columns.

36



ESSENTIAL DIGITAL PRESERVATIONPART 1 Diving into the BITS in question

4.3 Another complication with the bits
Consider a simple example of C%Viles containing the text:

FirstName, Surname, Gender
Fred,Bloggs, Male
Jane, Bloggs, Female

The files may baaved, for example using the Windows Notepad application using UTF
8, UTF8 with Byte Order Mar¥ (BOM), UTF-16, and a variety of other€urrent
applications such as Exoal Notepad, are likely to deal with these in an apparently identical
fashion. However, the bit sequences are different.

Encoding Hex first line
UTF-8 46697273744e616d652c205375726
UTF-8 BOM | ef bb bf 46 69 72 73 74 4e 61 6d 65 2c 20/53
UTF-16 ff fe 46 00 69 00 72 00 73 00 74 00 4e 00 61

In the future, applications may not be so accommodating, and may not recognize one or
other of these encodings automatically

The PRONOMY code forall these isx-fmt/18 and thePRONOM page further tells us that
the MIME Type istext/csvbut provides no further information about encoding.

More importantly no information about the semaniscgrovided. In this case it may be
obvious whafrirstName SurnameandGender'mean”, but does the latter mean gender at
birth or by declaration or following medical procedure?

The software which may be used to deal with theseifile=sadily available now, for
example Excebr Notepad in Windows, but will they be so readily available in future?
Moreover, while UTF8 and UTF8 BOM appear using Excel as a table with 3 columns, the
UTF-16 is shown as having only 1 column.

This is a trivialexampleand one can imagine the difficulties which can arise for more
complex scientific and other data, such as that belonging to scientific research organizations.

Scientific data may use specialised terminology. The current users of that data will be very
familiar with terms such as

1 bad_thing/min_x =390

1 coffset = 582.008

1 SUBRUN

Such current users will understand the meanings,and use of such terms. In the future
such things may not be common knowledge when a project has ended but the data is still

used. In someasesit may be possible to guess the meaning, but guesses may be
catastrophically wrong.

65 Seehttps://docs.fileformat.com/spreadsheet/csv/
66 Seehttps://www.w3.org/International/guestions/ggte-ordermark
57 https://www.nationalarchives.gov.uk/PRONOM
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4.4 A deeper dive into documents

Here we look in detail at a variety of document files so that we can understand some of the
complexities which we normally ignore.

The files we will consider were each created with the text
AThi s
testo
The files have names where the file extension indicates the file type, which is the norm

with an MS Windows operating system, but NOT if one is using a Uty€ operating
system such as Linf&

Test.doc The nol dodformaS Wor d
Test.docm MS Wordwhich contains macros
Test.docx The new MS word file

Test.odt OpenOfficeDocument file

Test.pdf A PDFfile

Test.rtf A Rich Text Format file

Test.txt An ASCII text file

Table 13 Test file names

The following shows screen shots from the Treef¥application, first for the Test.txt
file.

| < | Starlink Treevie ;EL

File View Tree Help

&

9 [ clusers\dlg25\Documents\testdata (memew rHe)(dump rTextview |
[ Testdoc

o [l Testdocm

o [ Testdocx

o |l Testodt
[ Testpaf

This iz a test

[ Testrr
[ Testhat

Figure 11 Internals of "Test.txt"

One can inspect tHéexadecimal in the following diagram.

File View Tree Help
X @ st @80 i e &4 Mg
¢ O clusers! \dig25\Documentsitestdata Overview | Hex dump | Textview

[ Testaoc 054 65 69 79 20 69 73 20 61 20 74 65 73 74 0d 0a  Tnis is 8 test

| Desi
Figure 12 Looking at "Test.txt" as Hexadecimal

One can see the A540 680 A690 which is ATC
the right of the hexadecimal.

68 Seehttps://www.linux.org/andhttps://www.linuxfoundation.org/
89 http://www.star.bristol.ac.uk/~mbt/treeview/
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On a Li

nuxX

comput er o0 n es wvlldaillustrated beldwe

per line
xxd -1120

which produces:

On a Linux computer one can use the following command to show the first 120 bytes of test.txt with 1

- ¢ 16 test.txt

00000000: 5468 6973 2069 7320 6120 7465 7374 0dOa This is a test.

which matches the output one can see above.

Figure 13 Using Linux command line to display hexadecimal

next at the .rtfile:

Looking
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Figure 14 Looking at "Test.rtf " as Hexadecimal

from the

Diving into the BITS in question

commano

do with displaying the text. At the start of thle, o n e

this is an RTHile.
Next we can examine the POife:
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Figure 15 Looking at "Test.pdf" as Hexadecimal
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is PDF version 1.4 file, which we will come back to later.
The ODTfile is a little different:
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100 58 ea bc 2b 12 4c 4d 2f d9 85 Sa 97 aa 10 ¢0 Ob
110 b6 dl &d £0 67 a5 19 60 01 1d f3 éb 56 al &b 73
120 2d cl b2 ed ac 2c Bc 3d e3 9a 61 2e f3 98 00 el
130 b2 28 f1 Tc 6a 6€d 37 75 ea a6 11 bb d8 63 69 9f
140 ce a5 bd Bf 3d a6 37 26 95 3¢ 80 cc 1b 93 33 a3
150 5a 1f £5 49 £2 a5 8¢ 4d fe 58 &d bl 2a e6 Za ea
160 2e bf 53 £5 7d 5f £4 9b 90 56 b9 db 6d £1 dl Of
170 c3 e3 £2 31 a7 a5 be a3 a? a6 47 6c bc 4b 77 ea
180 c4 6d 22 bb 86 Be 82 bb 2d &£ 9d 23 9b 23 71 2f

- -mi
metypeapplicatio
n/vnd.oasis.open
document. textBK -

Total nodes: 45
r—

Figure 16 Looking at "Test.odt" as Hexadecimal

This is a file which must be unzippéa s
Treeview unzips the file internally and one sees:
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ESSENTIAL DIGITAL PRESERVATIONPART 1 Diving into the BITS in question

File View Tree Help

[x[cw/e| mao) =+ w4 18/c¢i 8o oy
¢ £ clusers\dig25\Documentsitestdata Overview | Full content |
Testdoc
o fill Testdocm

o [l Testdocx - ; P oariable” I -
¢ @ Testodt :font-face style:font-family-generic="swiss" style:font-pitch="variable" style:name="Calibri" svg:font-family="Cal|

mimetype <style:font-face style:font-family-generic="roman" style:font-pitch="variable" style:name="Times New Roman" svg:font-fam
¢ X3 seftings.xmi <style:font-face style:font-family-generic="roman" style:font-pitch="variable" style:name="Cambria" svg:font-family="Ca
o- Ka) <office:document-settings> </office:font-face-declsy
o metaxml <office:automatic-styles>
¢ 3 contentxmi <style:style style:familys" " style pag "MPO" style:names"P1" style:parent-style-name="Normal">
¢ Ka3[<office:document-content>| <style:paragraph-properties forbreak-befores"page”/>
o <office-font-face-decls> </stylestyle>
o KaJ <office:automatic-styles> </office:automatic-styles>
o Kaj <office:body> <office:body>
o X3 styles.xml <office:text text:iuse-soft-page-breaks="true"s

office:document-content xmlns:anim="urn:oasis:names:tc:opendocument:xmlns:animation:1.0" xmlns:chart="urn:casis:names:tc:ol

ont-face-decls>

o £ META-INF/ <text:p text:style-name="P1">This is & test</text:p>
[ Testpar <ottice:texcs

[ Testrr </office:body>

[ Testea Jotfice:document-content>

Visible nodes: 18 Total nodes: 19

Figure 17 Looking at uncompressed "Test.odt" as Hexadecimal

This shows that the ODT, once unzipped, is a set of folders andfi@dLInside of
which a component dAoffice documeédhetremaimdart ent 0
is presumably to do with displaying the text. It is worth noting that there are references such
as

~

Aurn: oasis: names:tc:opéaqd

This seems to be a reference to something on the intperéps. The definition of the
Open Document Format for Office Applicatidhdeclares an XMINamespace with this
name.

Let us look now atthe MS Wofdor mat s, starting with the AT
StarlinkTreeview E X

! File View Tree Help
Z T e
| x|3[# ¢ Dag oy
¢ [ clusers\dlg?5\Documents testdata [[( overview | Hex dump |
-8 TZ:':ZCW 0d0 cf 11 e0 al bl la 1 00 00 00 00 00 00 00 00  ----s-vnn-- B
© B Tectdner 1000 00 00 00 00 DO DO 0O 3e 00 03 00 £& ££ 09 00  -------->--
- iT55|nm 20 06 00 00 00 00 00 0O 0O OO 0O 0O OO 01 00 00 00
302e 00 00 00 00 00 00 DO 0O 10 0 00 30 00 00 00 - 0
[ Testpar 4001 00 00 00 fe ££ £f ££ 00 00 00 00 2d 00 00 00 -
[ Testrt S0 £f £f £f £f £f £f £ £f £f £f £f £f £F ££ £ ££ - voovvee-
[ Testtd 60 £f £f £f £f £f £f £f £f £f Ef £ IE IE LE IE IE  -oveneeenes
70 £ff £f ff ff £f £f ff £ff ff ff ff ff ff ff ff ff
80 £f £f £f Ef Ff Ff £f £f £f £f £f £f £f Ff If IF
S0 £f £f £f £f Ff £f Ff Ef £f £f £f £f £f FE fE fF

Figure 18 Looking at "Test.doc" as Hexadecimal

We see that most of it does not print as AStbHracters. But moving further down the
file we see the following.

0 hitp://docs.oasiepen.org/office/vl.2/cs01/OpenDocument 2-csOtpartl.html
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File View Tree

¢ [ clusers\dlg25\Documents\testdata ‘Overview rHexdnmp \

N i:ﬁ":zccm 930 00 00 00 00 00 00 00 00 00 0O 00 0O 00 00 00 00

B Testaer 94000 00 00 00 00 0 00 00 00 04 00 00 00 04 00 00
- B Teston 950 00 00 00 00 00 0C 00 00 00 00 00 00 00 00 08 00  -=-----
960 00 00 00 00 00 0C 00 00 Q0 00 00 00 00 00 00 00  -=-----

[ Testpar 970 00 00 00 00 00 00 00 0O 0O 00 00 00 00 00 00 00

[ Testrr 980 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

[ Testa 990 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

9a0 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 0O
9b0 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 0O
9c0 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00
940 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

a00 54 68
al0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
a20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

69 73 20 69 73 20 61 20 74 65 73 74 0d 00

9e0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 00  -------
9£0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  -------
his i3

a tes

£

Figure 19 Looking further down in "Test.doc" as Hexadecimal and text

Here we see
HEX nA000 or
elsewhere in the file.
We turn
You may
file. The reader can see
i.zopi s can then be
structure, as shown in the following figure.
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t hat
t hemsel
n the nor mal

t hi

we see. d hat

W
£ | Starlink Treeview E_L

|| File View Tree

(x[3 % @E0 =

4 08¢l (g0

Help

¢ [ cusers\dig25\Documents testdata

Overview | Full content |

Test.doc

w:document xmlns:m="http://schemas
<wibody>
<wip wirsidR="00F66BE1" w:rsidRDefault="00BA1E70">

<wrr>
<w>This is a test</w:t)
</wir>

="0" winame="_GoBack™/>

. openxml formats . org/of;

o _rels/
¢ £ docProps/

mi <wibookmarkSta:

0dy: </wip>
<W:3ectP
xml <Wipgs:
o =3 styleswithEffects.xml <wipgMa
<w:cols 3pac
<w:docE!

</w:body>
/w:document>
[ Testpar
[ Testrtf
[ Testbd

ficeDecument/2006/math™ xmlns:mc="http://schema;

5. openxml formats . org|

er="0" w:header="708" w:left="1440" w:right="1440" w:top="1440"/>

0]

Visible nodes: 21 Total nodes: 45

Figure 20 Looking at uncompressed "Test.docx" as XMLtext

There are also namespaces defined using URI

http://schemas.openxmlformats.org/officeDocument/2006/math

One can find some details of this namespadetat/www.datypic.com/sc/ooxml/As

m.htmlbut one wonders whether it is important that the application can access things on the
Internet.Of courseWord still works when your computer is not connected to the network but
maybe it cacheg.e., stores on a local diskyhatever information is needed lugually such
cached systentheckwith the originalsourceperiodically What will happen in the future if

such resources are no longer available?

Maybe everything will work fine in future, even if one has the MS Waglication
running on an emulator, but we would be in trouble if we rely orV¥&8d, and something

goes wrong.
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ESSENTIAL DIGITAL PRESERVATIONPART 1 Diving into the BITS in question

Looking back at the examples here we can see that these document formats have a lot
going on that we don GoftwarewtiehissurrentlydeadiyWwe r el y o
available, from Web browsers to MS WardAdobe Acrobat reader.

4.5 A deeper dive into tables

There are some more useful things we can glean by looking at a number of ways in which
a spreadsheet can be stored on this. As was done with documents, we take the information in

Tablel2 and write it out in a varieti of formats, then use Treeview to examine the details.
< | Starlink T i

File View Tree

x| @ &=« Dao 3 e &4 @

¢ 3 C:\WUsers\dig25\DropboxiMeetings\2013051 (" Overview | Hex dump rTextview
datat-excel5.xls

0 6c 61 74 €9 74 75 64 65 2c 6éc 6f ée 67 69 T4 75 latitude, longitu

[ datat-mac.csv 10 64 65 2c 4f 7a 6f 6e 65 2c 54 69 6d 65 0d Oa 31 de,Ozone,Time - -1
[ gatat.csy] 20 33 32 2c 35 30 2c 33 34 2e 39 2¢ 31 32 2f 30 33
¢ @ datat.ods 30 2f 31 39 39 39 3a 31 33 3a 34 35 3a 33 37 2e 35
Dﬂ'limeh‘pe 40 37 0d 0a 31 37 38 2c 35 30 2c 34 35 2c¢ 31 32 2f 7--1

o KX styles.xml S0 30 33 2f 31 39 39 39 32 31 33 3a 34 35 3a 34 37 03/1999:13:45:47
o KX contentxml 60 2 33 33 0d Oa 31 39 30 2c 35 30 2c 37 38 2c 31  .33--190,50,78,
& K3 meta.xml 70 32 2£ 30 33 2f 31 39 39 39 3a 31 33 3a 34 35 3a  2/03/1999:13:45:
¢ £ META-INF/ 80 35 37 2e 32 33 0d Oa 57.23--
o manifestxml

[ data1.paf
[ datat.xis

9 ﬁ'@‘atxlsb

Figure 21 Looking at "datal.csv" as Hexadecimal and text

The first example is a fi.csvo file, which i
column is separated from the adjacent columns by a co@hwaursejf the value itself
contains a comma (,) then the value is nor ma
BIN HEX _ Symbol Looking at the table of ASCtiharacters we have the
it B st hexadecimal fiéco which is fAlo, A6
0000010 2 STX That all looks rights. We mentioned in the earlier section about the
e —3 EIX 1 BOM but that does not seem to be here.
oot Eng However,when we look at the end of the first linave can
0000111 7 BEL |l ocate this because fATi med is hex
g2 b>—+tis followed by fio0d,tOaabol.e Lweo ksieneg fia0
0001010—0A_ LE—=| representsCRACarri ageamMetBOaod -fileipme sent
0001011 0B VT
0001100 0C rF | Feed. Those readers who have seen
ooo0ot|<IB T =] typewriters for US or European users will understand what these

Figure 22 Extract from  terms mean. The typist when coming to the end of a line used the
ASCII-7 table handle at the righhand side to push the carriage, which holds the
paper, tahe lefti the Carriage Return. Then the handle was given
anothemush,and the paper was rolled up by one linene Feed. The CR/LR was used
when sending messages to old teletypes to print out text.
The CR/LF end of line is what one gets with the Microsoft operating system applications.

We can look at what one gets with a Macintosh:
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File View Tree

x

@ meo

Her e

systems

f

Turning now to Excell s i n g

As wi
l e is

¢- O3 C:\Users\dig25\DropboxiMeetings\201205
data1-excel5.xls
0D
[ datat.csv
[ datal.0ds
mimetype
o= KxJ styles xml
o contentxml
o= K< metaxmi
¢ £ META-INF/
o= manifestxml
[ data1.paf
D datai.xls
¢ data1.xisb

one

8a

a3

" Overview | Hexdump | Textview |

0 6c 61
10 64 65
20 32 2¢
30 31 39
4004 31
50 2f 31
60 33 0d
70 33 2f£
80 32 33

74

69 74 75 €4 65 2c 6c 6f €e €7 €9 74 75
4f Ta 6f 6e 65 2c 54 69 6d 65 0d 31 33

30 2c 33 34 2e

39 2c 31 32 2f 30 33 2f

39 32 31 33 3a 34 35 3a 33 37 2e 35 37
38 2c 35 30 2¢ 34 35 2¢ 31 32 2f 30 33

39 38 3a 31 33 3a 34 35 3a 34 37

39 30 2c 35 30 2c 37 38 2¢c 31 32 2f 30

39 39 39 3a 31 33 3a 34 35 3a 35

0a

latitude, longitu
de,Ozone, Time -13
2,50,34.9,12/03/
1999:13:45:37.57

17g,50,45,12/03
/19899:13:45:47.3
3-190,5%0,78,12/0
3/1999:13:45:57.
23--

Figure 23 Looking at "datal-mac.csv" as Hexadecimal and text

sees

t hat

Afaut omagicallyo

File View Tree

x| s+ HEE =

t he

=%

8¢

new

t heiie.od | o/f

makes

f or mat i .

t he
X |

t h

¢ £ C\Users\dig25\DropboxiMeetings\2013051

[ datat-excei5xis
[ datat-mac.csv
[ datat.csv
¢ @ datatods
[ mimetype
o Kx3 styles.xml
& 0 contentm
o 0] metaxml
¢ € METAINF/
- K3 manifestxmi
[ datat.par
D catatxs
¢ @ datatxsp
o X3 [Content_Types]xml
o0 _rels/
& rels
¢ £ docProps/
& B corexml
o [ appami
¢ x
[0 worknook bin
[ sharedstrings.bin
[ styles.bin
¢ 0 _rels/
©= KX) workbook bin.rels
¢ €2 theme/
&[5 theme1xmi
¢ CQ worksheets!
H sheet2.bin
sheet1bin
[ sheet3.bin
B binaryindex2.bin
binaryindex3.bin
[ binaryindex1.bin
¢ 0 _rels/
& B sheet2 bin.rels
heet3 bin.rels
sheetl.binrels

= [Content_Types]xm|
90 _rels/
>[5 rels
¢ €0 docProps/
& K] app.mi
o K core xml
[ =]
& K workbookxmi
- k%3 sharedstrings xml
o K3 stytes.xml
¢ 0 _rels/
o [ workbookoxmlrels
¢ CQ theme!
& [ theme1xmi
¢ B2 worksheets!
& K3 sheet2xml
o K3 sheetz.xml
o K< sheettxmi

Overview | Hex dump |

a 50
10 98
20 62
30 6c
40 00
50 00
60 00
70 00
20 00
90 00
a0 00
b0 00
0 00
do 0o
0 00
£0 00

100 00
110 00
120 00
130 00
140 00
150 00
160 00
170 00
180 00
190 00
1a0 00
100 00
1e0 00
1d0 60
1e0 00
1£0 00
200 00
210 00
220 00
230 00
240 86
250 a8
260 34
270 ef
280 4b
290 67
2a0 ¢5
200 95
2c0 &d
2d0 66
2e0 d2
20 a6
300 £7
310 1£
320 95
330 91
340 12
350 7¢
360 co
370 ee
380 27
390 &£

[
16
e
20
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
ef
03
b
70
&
al
82
ob
22
e
7
1a
a2
2e
&b
da
3e
i
b9
a1

210

b7

Figure 24 Looking at

t he

compressed,

does automatically

03 04 14 00 06 00
6c 01 00 00 a0 05
74 65 6e 74 Sf 54
az 04 02 28 a0 00
00 0 00
00 00
00 00 00 00
00 00
00 00
00 0 00
00 00
00 00
00 0 00
00 00
00 o 00 0c
00 00 00
00 00 0
00 0 00 00
00 00 00
00 00 00
00 o 00 00
00 00 00
00 00 00
00 o 00 00
00 00 00
00 00 00
00 0 00 00
00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 0 00 00 00
00 00 00 00
00 00 00 00
00 0 00 00 cc
34 d9 26
12 96
72
80

€0 6b 40 36 le 54
d5 31 fa 3b 21 BO
ed gc £4 la 66 c2

1f da bc 53 a0 3a bc 45

"datal.xlsx"

fdocxo fil
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0 00 00 00 0O
0 00 00 00 00 O
) 00 00 00 00

0 00 00 00 0O

021 00 7c 6 PK

08 02 Sb 43 -
5d 2e 78 &d
000 00 0000 1 -+
00 00 reee
00 00
0 00 00
00 00
000000
000000
00 00
00 00
00 00 0
0 00 00
0 00 00
00 00
0 00 00
00 00 00 0
00 00 00
0 00 00 00
0 00 00 00
00 00 00
00 00 00
00 00 00 0
00 00 00
00 00 00
00 00 00 0
00 00 00

00 00 00 00
00 00 00 00 0
00 00 00 00

94 5d 4b c3
82 c& ba 5d
7 % db
£7 7d
79 ef
a3 bi
0f 92
9d 07
7 20 06

ca d7 d1 27
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onnEninGE

¢ [ CUsers\dig25\Dropboxibeetings12013051 | Overview | Hex dump | XMLText | Parse results |
1-ex X
datal-excelSs worksheet xmlns="http://schemas.cpenxmlformats.org/spreadsheetml/2006/main® xmlns:me="http://schemas
D data1-mac.csv : ion F="R1 D4/
D datad <dimension ref="R1:D4"/>
atat cev <sheetViews>
¢ i dl:lata‘l_ods <sheetView tabSelected="1" wld="0">
& @n;;;]:sty::“ <selection activeCell="E1l" "E11"/>
o K contentm </shestViews
o meta.xml </sheetViews>
¢ ] METAINF! <sheetFormatPr defaultRowHeight="14.5" xldac:dyDescent="0.35"/>
o~ K% manifestxmi <colsy
[ datad.paf <col bestFit="1" customWidth="1" max="4" min="4" width="10.453125"/>
[ datat.xis </eols>
etD
¢ @@ datatuso cshestlata> o . S
o Kx3 [Content_Types].xmi <row r="1" spans="1:4" xl4ac:dyDescent="0.35">
¢ .1 _rels/ <c AL" T="3">
o KXY rels <0<,V
¢ 1 docProps/! </e>
o B3 corexml P
o app.xml <l
L=} <es
[ workbook bin <c r="Cl" t="3"%
D sharedStrings_bin PRI
[ styles.bin es
?- 02 _rels/ cc r="DL" te"aTy
o [ workbook bin rels PR
¢ E2 theme/ <es
o [ theme 1 xmi Jrom
f B worksheets/ < - "l:4" xl4d dyD t="0.35">
row r= ="1: - dy’ nt="0
[ sheetz.pin Tow r="2" spans="l:4" xldac:dyDescent="0.
L] sheett.bin <c r="A2">
[ sheetz.bin <w»132</v>
[ binaryindex2.bin </cy
L] binaryindex3 bin <c r="B2">
binaryindex1.bin <VrS0/ vy
¢ 2 _rels/ </c>
o sheet2.bin.rels <c r="c2m>
o @ sheet3 binrels <v>34.9</v>
o- KX} sheett.bin.rels </e>
¢ [@ oatatusx cc r="DIU s="l petats
o K [Content_Types)xml Py
¢ C3 _rels/ </c>
o= K rels i
£ docP ; </row>
i o op <row r="3" spans="1:4" xldac:dyDescent="0.35">
o= K% app.xml .
o= K} corexml <G =AY
w178/
¢ 2wl <wrL78</V>
o= [ workbook xml </c>
o= K3 sharedStrings.xmi <o r="BI">
o styles xml <w>S50</v>
¢ 0 _rels/ </e>
o= (5] workbookaml.rels <c r="C3">
¢ £ theme/ <SSV
o ] theme1.xml </es
¢ 3 worksheets/ <c r="D3" s="1" t="3">
o= K] sheet2xmi PETIS
o O] sheet3.xmi </e>
- sheeti.xml </row>
<row r="4" span3="1:4" xl4ac:dyDescent="0.35">

Figure 25Looking at uncompressed "datal.xlsx" as XMLtext

Examiningh s heet 10 we see the numbers. As with
number of things we do not recognise, but which the software the is available at the time of
writing, takes care of automatically.

We can do the
column headers

s ame
and

t hin

g witd aeoagn@teen
some . of

t he

Docun
numbers in fAc
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k3

% [DE0 = -e

el 4@

[} datat-excels.ds
[} datat-mac.csv
D datal.csv
¢ @l datatods
] mimetype
o KH3 styles xml
¢ K| contentxmi

o meta.xml
¢ £ METAINF/
o KX manifestxml
[} datat par
D datalxs
i datatxisb
o [Content_Types] xml
¢ A _rels/
o rels
¢ €2 docProps/
(S corexml
o & appaml
[ =R]
[0 workbook bin
[0 sharedstrings bin

-

¢ 3 C:\WUsers\dig25\DropboxiMeetings\20130519-Chicago-MERS\data

Overview | Hex dump 1 XML Text | Parse results ]

o= Ka <office:document-content>

office:document-content xmlns:dc="http://purl.erg/dc/elements/1.1/" xmins:draw="urn:oasis:names:
<office:font-face-decls>
nt-face style:name="Calibri

svg:font-family="Calibri®/>

rautematic-styles>
<style:style style:data-style-name="N0" style:family="table-cell” style:name="cel"” style:parent-
<scyle:style style:data-style-name="N22" style:family="tabls-cell” style:nams="ce2" style:parem
<style:style style:family="table-column” style:name="col™>

<style:table-column-properties fo:break-before="auto" style:column-width="2.54cm"/>
</style:style>
<style:style style:family="table-column” style:name="co2">

<style:table-column-properties fo:break-before="auto" style:column-width="3.04270833333333cm"
</style:style>
<style:style style

amily="table-row" style:name="rol™>

<style:table-row-properties fo:break-before="auto" style

</atyle:atyle>

<style:style style mily="table" style:master-page-name="mpl" style
<style:table-properties style:writing-mede="lr-tb" table:display:

</atyle:atyle>

<style:style style:family="table"” style:master-page-name="mp2" style:name="ta2">
<style:table-properties style:writing-mode="lr-tb" table:display="true"/>

</style:style>

w-height="14.5pt" style:uss-oprima!

me="tal">
rue"/>

Diving into the BITS in question

Ll styles.vin </office:automatic-styles>

¢ 0 _rels/ ice:body>
& kX3 workbook bin.rels <0ffice:spreadsheet>

¢ 2 theme/ cable:calen o i : = false" table: T ¥ 1
- B3] theme .xmi <table:calculation-settings table:case-sensitive="false" table:search-criteria-must-apply-to-i

¢ €2 worksheets! <table:table table:name="datal" table:style-name="tal">

sheet2 bin <table:table-column table:default-cell-style-name="cel” table:nurber-columns-repeated="3" ti
sheett.bin <table:table-column teble:default-cell-style-name="cel” table:style-name="co2"/>
Esheet&mn <table:table-column table:default-cell-style-name="cel" table:number-columns-repeated="1638(
[ vinaryindexz.bin <table:table-row table:style-name="rol">
E binaryindex3 bin <table:table-cell office:value-type="string™ table:style-name="cel™>
binaryindex1.bin <text:p>latitude</textip>
¢ O _rels/ </table:table-cell>
o K53 sheet2 bin.rels <table:table-cell office:value-type="string” table:style-name="cel™>
& sheet3 bin.rels <text:prlongitude</textip>
o [X3 sheett.bin.rels ¢/table:table-cell>

<table:table-cell office:value-typ

string”™ table:style-name="cel">

Figure 26 Looking at uncompressed "datal.ods" as XMLtext

We can also see URIs suchhéi://purl.org/dc/elements/1-1this is a URL which, at the
time of writing, does resolve to:

DublinCore

Metadata Innovation

Home ' Specifications ¥ Events > Community ~ News Resources ~ About ¥ quicksearch....

Home / Specifications / DublinCore™ / DCMI Metadata Terms

DCMI Metadata Terms

Title: DCMI Metadata Terms
Creator: DCMI Usage Board
Identifier: http://dublincore.org/specifications/dublin-core/dcmi-terms/2020-01-20/
Datelssued: 2020-01-20

La ion: http: dublincor ifications/dubl /d

https://: dubli ifications/dublit fdemi history/

Document Status: Thisis a DCMI Recommendation.

Description: This document isan up-to-date specificati ore Metadata nitiative, includi , vocabulary i , syntax encoding schemes, and classes.

Table of Contents
1. Introduction and Definitions
2. Propertiesinthe /terms/ namespace
3.Properties in the /elenents/1.1/ namespace
4.Vocabulary Encoding Schemes
5.Syntax Encoding Schemes
6.Classes
7.DCMIType Vocabulary
8. Terms for vocabulary description
9. Bibliography

Index of Terms

Properties in the /teras/ namespace: abstract, accessRights, 5 X , alternative, audience, available, bibliographicCitation, conformsTo, contributor, coverage, created, creator,
date, dateCopyrighted, itted, description, educationLevel, extent, format, hasFormat, hasPart, hasVersion, identifier, instructionalMethod, isFormatf,
isPartof, isReferencedBy, isReplacedBy, isRequiredBy, issued, isVersionof, language, license, mediator, medium, modified, provenance, publisher, references, relation, replaces,
requires, rights, rightsHolder, source, spatial, subject, tableOfContents, temporal, title, type, valid

But will this web page always be there, and what happens if/when it is not?
4.6 Images, Audio and Video

There are of course many other types of digitally encoded informatdnding images,
audio,and video; these are examinedingTreeview,next.
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Figure 31 PNG image file
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48



ESSENTIAL DIGITAL PRESERVATIONPART 1 Diving into the BITS in question

| Overview | Hex dump
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Figure 35 TIFF image file

Figure 36 MP4 video with audio file

Figure 37 AVI video with audio file
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